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Echoes of Deception 
Fake content, Ads, and Promises



↳ Graduate in Automatic Control and Computer Engineering

↳ Cyber Threat Intelligence - Software Engineer @ Bitdefender

↳ Passionate about DFIR & OSINT

>whoami – Andrei Anton-Aanei



↳ Intro to Digital Threats

↳ Malvertising & AI tool impersonation

↳ Deepfake content on social media

↳ Localized case

↳ Evasion Techniques used by attackers

↳ Mitigation Techniques

↳ Future predictions

>Agenda



↳ How many of you use social media platforms?

↳ Have you seen any questionable or suspicious content?

>Before we begin



>Intro to Digital Threats

The Evolving Landscape of Digital Threats on Social Media

Types of attacks discussed today:

↳ Malvertising promoting fake AI-based solutions

↳ AI Exploitation for Deepfake content creation

↳ Scams proliferated through social media



>Intro to Digital Threats

Midjourney ChatGPT-5



>Intro to Digital Threats

Sora AI Google Gemini



>Intro to Digital Threats

Bots Genuine Users



>Intro to Digital Threats

Impersonated tools:

➢ ChatGPT-4

➢ ChatGPT-5

➢ Sora

➢ Google Gemini

➢ Google Bard

➢ EvotoAI

➢ AI Creator

➢ Photoshop

➢ Dall-E 3

➢ & more



>Intro to Digital Threats

URL Shortening Services used for distribution:

➢ LinkPop

➢ TinyUrl

➢ Linkr

➢ Bitly

➢ s.id

➢ & more

Examples:

• Free Download: hxxps://s.id/AICreator2024

• Try It For Free Here =>> hxxp://tinyurl.com/gpt5-newAI

• Free Download: hxxps://linkr.bio/AI.Creator2024



>Intro to Digital Threats

Services used for storage:

➢ Google Drive

➢ Google Sites

➢ GoFile

➢ Bitly

➢ Github

➢ Bitbucket

➢ Gitlab

Bitbucket repo hosting malware



>Digital Threats - AI 

Pages with millions of followers

Account "verification" toolVerified page with 2.5 mil followers



>Digital Threats - AI 

Pages with millions of followers

Locally run AI – create NTFsCloned page with 1.2 mil followers



>Digital Threats - AI 

Number of ads seen

500+

AI Creator AdsMidjourney Ads

Highest reach per ad

120K



>Digital Threats - AI

How does it work?

Online Storage

Drive-by Download

Social Media

Malicious Ad

End User

Attacker



>Digital Threats - AI

How does it work?

Lumiere Clone



>Which one's the real deal?



>Which one's the real deal?



>Which one's the real deal?



>Which one's the real deal?

nytimes.com seso...com



>But what if?

nytimes.com

e - U+0065

nytimеs.com

е - U+0435



>Digital Threats - AI

What about malware families?

↳ Rilide Stealer V4

↳ Nova Stealer

↳ Vidar Stealer

↳ IceRAT



>Digital Threats - AI

What about malware families?

Rilide Stealer - browser extension

↳ browser cookies

↳ browser history

↳ login creds

↳ screenshots

Example of malicious extension manifest.json:
{
 "name": "Google Translate",
 "description": "View translations easily as you 
browse the web. By the Google Translate team",
 "version": "2.18.2",
 "background": {
  "service_worker": "background.js"
 }
...
}



>Digital Threats - AI

What about malware families?

Nova Stealer

↳ browser cookies

↳ crypto wallets

↳ discord data

↳ email data

Nova Stealer Prices



>Digital Threats - AI

What about malware families?

Vidar Stealer

↳ browser cookies

↳ crypto wallets

↳ OS data

↳ login creds

Vidar Stealer Prices



>Digital Threats - AI

What about malware families?

Vidar Stealer

↳ browser cookies

↳ crypto wallets

↳ OS data

↳ login creds

Steam account used by Vidar



>Digital Threats - Deepfakes

Promoting

↳ Crypto scams

↳ Stock Investments scams

↳ Product scams 

(physical and digital)

↳ Medical scams

Deepfake demo



>Digital Threats - Deepfakes



>Digital Threats - Deepfakes

What languages are those deepfakes made in?

tldr: quite a few actually

↳ English

↳ Italian

↳ German

↳ Russian

↳ French

↳ Spanish

↳ … and more

Malicious Midjourney page in multiple languages



>Digital Threats - Deepfakes

What languages are those deepfakes made in?

tldr: quite a few actually

↳ English

↳ Italian

↳ German

↳ Russian

↳ French

↳ Spanish

↳ … and more

Not every deepfake model is a good model



>Digital Threats - Deepfakes

How much for a deepfake?

Screenshot of prices taken from a forum selling deepfakes



Social Media trends are
always evolving.



But so is malvertising



>Digital Threats - Campaigns

What scale can 

these campaigns 

really have?



>Digital Threats - Campaigns

What scale can 

these campaigns 

really have?



>A Local Case

1.500.000+
ad reach on a local Mystery Box
campaign in Romania

eMAG Mystery Box Ad



>How are they evading?

Social media report evasion based on

↳ User Agent & IP

↳ Query Parameters

↳ Tracking Pixels

↳ Social media metadata User

Sandbox

Web Server

Malicious Page

Legitimate Page



>How are they evading?

Mitigation Techniques

>How are they evading?

User

Sandbox

Web Server
User Agent check

Safe Page

Malicious Page

Android/iPhone

PC



>How are they evading?

Social media report evasion based on

↳ Active Ads - max of 4 at a time

↳ 12-hour rotation of Ads

↳ Creation of new copies daily

↳ Ad metadata obfuscation

Example of AD Rotation



>What about mitigation?

Mitigation Techniques

↳ Ad Content Identification

↳ URL Analysis

↳ Deepfake identification using AI - CNNs

↳ E2E account validation and classification



>What about mitigation?

Ad Content Identification

↳ NLP

↳ subject identification

↳ identifying sensational language often used in scams

↳ Sentiment analysis

↳ detect abnormal tonality



>What about mitigation?

E2E account validation and classification

↳ Page “About” information analysis

↳ Page “theme” identification

↳ Post and Ads clustering and topic classification

↳ Comparison of Ads topics and Page topics



>Future predictions

Until now:

↳ Most scams promoted crypto investments, affordable products and free tech

↳ Very few politically motivated deepfakes

From now on:

↳ Increased number of scams - given that prices & difficulty of deepfake creation are lowering

↳ Deepfakes of political figures altered to fit different agendas

↳ More advanced “Pig-Butchering” scams

↳ Voice cloning used in intercepted calls using MITM techniques



>What can us as users do?

↳ Be attentive to details – the particularities of the videos we're watching

↳ Check the content of the webpages delivering the ads

↳ Search online for the promotions we see in the ads – or check the source website

↳ Always be mindful of downloaded media – even if it comes from an apparent trusted source



>Q&A



>Thank you!



Trusted. 

Always.​
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