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whomai
▪ Eduard Agavriloae

▪ Associate Manager @ KPMG Romania

▪ Cloud security & Web exploitation

▪ Writing articles on securitycafe.ro 



Objectives
▪ Types of privilege escalation in AWS

▪ Identify attack paths

▪ Execute



1. What is privilege escalation in AWS
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2. Types of privilege escalation in AWS



IAM privesc

ABAC privesc

Service
exploitation



Cross-account privesc



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html



3. Classic privilege escalation
▪ 28 IAM vectors well-documented by Rhino Security Labs

▪     RhinoSecurityLabs/AWS-IAM-Privilege-Escalation

▪ Modify permissions

▪ Modify resources to steal permissions

▪ Create new resources to steal permissions



3. Classic privilege escalation
3.1 iam:AttachUserPolicy









3. Classic privilege escalation
3.2 iam:CreateAccessKeys
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3. Classic privilege escalation
3.3 iam:PutGroupPolicy











3. Classic privilege escalation
3.4 iam:UpdateAssumeRolePolicy











3. Classic privilege escalation - Extended
▪ Sum of all permissions









3. Classic privilege escalation - Extended
▪ Tools:

▪ https://github.com/nccgroup/PMapper (Best)

▪ https://github.com/RhinoSecurityLabs/IAMActionHunter (Great)

▪ https://github.com/RhinoSecurityLabs/pacu (Great)

▪ https://github.com/salesforce/cloudsplaining (Useful)

https://github.com/nccgroup/PMapper
https://github.com/RhinoSecurityLabs/IAMActionHunter
https://github.com/RhinoSecurityLabs/pacu
https://github.com/salesforce/cloudsplaining


4. Privilege escalation – The hacker way
▪ Boring techniques? Let’s get 1337



4. Privilege escalation – The hacker way
4.1 SSM Send Command
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4. Privilege escalation – The hacker way
4.1 SSM Send Command
▪ https://github.com/saw_your_packet/EC2StepShell

https://github.com/saw_your_packet/EC2StepShell


4. Privilege escalation – The hacker way
4.2 Escape from EKS
I. Metadata access
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4. Privilege escalation – The hacker way
4.2 Escape from EKS
I. Metadata access

II. Cluster admin -> assume role with web identity

▪ https://blog.calif.io/p/privilege-escalation-in-eks

https://blog.calif.io/p/privilege-escalation-in-eks


4. Privilege escalation – The hacker way
4.2 Escape from EKS



4. Privilege escalation – The hacker way
4.2 Escape from EKS



4. Privilege escalation – The hacker way
4.2 Escape from EKS
▪ AWS_ROLE_ARN 

▪ AWS_WEB_IDENTITY_TOKEN_FILE 

▪ /var/run/secrets/eks.amazonaws.com/serviceaccount/token

▪ aws assume-role-with-web-identity --role-arn <arn> --role-session-name 
<anything> --web-session-token <token>



4. Privilege escalation – The hacker way
4.2 Escape from EKS
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4. Privilege escalation – The hacker way
4.3 Stealing from Lambda Functions



4. Privilege escalation – The hacker way
4.4 Hacking bad implementations
▪ Invoke API Gateways or Lambda Functions to access/modify resources







5. ABAC Privilege Escalation
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5. ABAC Privilege Escalation



6. Cross-account privilege escalation













7. My take on privilege escalation
▪ For red team/insider threat engagements

▪ (Determine permissions and build) ATTACK (path)

▪ Identity -> Misconfiguration

▪ For cloud configuration review engagements

▪ Find misconfigured resources and formulate attack paths

▪ Misconfiguration -> Identity



7. My take on privilege escalation
7.1 Privilege escalation search order
1. Enumerate permissions if you can

2. Check for “one-permission” IAM privilege escalation vectors

3. Look for roles you can assume and repeat (2)

4. Sum of all permissions: check for privesc vectors that require multiple 
permissions

5. Exploitation of services (EC2, Lambda, EKS)



8. More privesc vectors from engagements
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8. More privesc vectors from engagements
▪ Hack the environment’s automation logic

▪ Special care to Lambda Functions



9. Enumeration in the dark



9. Black-box enumeration
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9. Black-box enumeration



9. Enumeration in the dark
▪ Don’t use well-known hacking OS

▪ Keep generating new sessions

▪ aws sts get-session-token --duration-seconds 129600

▪ Evading Logging in the Cloud: Bypassing AWS CloudTrail by Nick 
Frichette



DEMO



10. Mitigations
▪ Least-privilege principle

▪ SCP and duty segregation

▪ Good architecture

▪ Separate AWS accounts per environment and solution

▪ Periodic IAM review

▪ Cloud Configuration Review



Final thoughts
▪ Hackers

▪ Complex environments = privesc vector

▪ Configuration Review: with or without execution

▪ Red Team: with execution and stealth

▪ Defenders

▪ Regularly review the IAM resources

▪ Implement automation for incidents



Q&A
Thank you!

Eduard Agavriloae

@saw_your_packet

https://securitycafe.ro/author/eagavriloae
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