Many thanks to our sponsors
and partners!
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HACKING I-\T SCALE

STRATEGIES 8 AUTOMATION
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MATEI-ANTHONY JOSEPHS

" FOUNDER OF HIVEHACK
SENIOR PENETRATION TESTER

SENIOR THREAT HUNTER
~ JUNIOR HUSBAND
DISCOVERED SEVERAL CVES

OSCP CRTO, EWPT AND -
OTHERS
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- HACKING STRATEGIES -
1 BREADTH-FOCUSED

RILAINT 5 2. DEPTH-FOCUSED - .'
. o o | |  AUTOMATION OPPORTUNITIES

PRACTICAL CASE STUDIES



RELEVANT FOR:
. ABUG BOUNTY
AVULNERABILITY MANAGEMENT

APENTESTING

. "FEELS LIKE CHEATING
INTERESTING &

(/




Lege

If you only had one week would you rather hack wide scopes

at the surface or hack narrow scopes in depth? Share your

reasons below!

Diving deep into narrow scopes @ 61%

Surface testing wide scopes @ 39%
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DEPTH-FOCUSED HACKING

APICK A TARGET
A PICK A BUNCH OF VULNERABILITIES
A ATTACK! .




BREADTH-FOCUSED HACKING

APICK A VULNERABILITY
A PICK A BUNCH OF TARGETS
A ATTACK!
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. . - A Atime and a placefor both

. STRATEGIES A Wide=easierto automate «
| A Wide =vulnerabilityscanning
) A Deep = tedious and mostly

‘ xxxx - i manual .
' A Deep = penetration testing

Bugbounty

A Deep=more $$$




.
ST RAT EGIES A Start from a research question,_
| | A Determine potential targets . .

A Trysmanual detection
. g . A Automate the detection
=3 Nrocess .
oo A Determine vulnerable targets
* o = A Digdeeper
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A AUTHORIZED PENETRATION TEST
A TESTING W OF A BUG BOUNTY
PROGR




ANON-INTRUSIVE TESTS AGAINST A TARGET WITHOUT PRIOR
AUTHORIZATION BUT RESPONSIBLY DISCLOSING THE FINDINGS
TO THE ORGAN




AENTERING UNPROTECTED SERVICES ON A TARGET WITHOUT PRIOR
AUTHORIZATIO CLOSING THE FINDINGS TO




AENTERING PROT TH DEFAULT
WITHOUT




ET YOU GAINED






conbEihons






