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• A time and a place for both
• Wide = easier to automate
• Wide = vulnerability scanning
• Deep = tedious and mostly 

manual
• Deep = penetration testing 

Bug bounty
• Deep = more $$$



• Start from a research question 
• Determine potential targets
• Try manual detection
• Automate the detection 

process 
• Determine vulnerable targets 
• Dig deeper
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• Searched Shodan for: WWW-Authenticate: Basic

• Found several HTTP/HTTPS servers allowing basic authentication

• Created a short python script to attempt to connect to the servers 

using the following default credentials: usernames = ["admin", 

"test", "admin", "administrator"] passwords = ["admin", "test", 

"12345", "administrator"]

• The script uses multithreading
• Found several servers with default credentials







• Started from a very large scope → servers with Basic Authentication

• Narrowed the scope during testing → Servers with Basic 

authentication where our credentials worked → Routers





•Searched Shodan for LDAP servers allowing 
anonymous binding

•Found several results and extracted them

•Most LDAP servers contained phone 
numbers and email addresses (PII, but not 
too bad), however…



–





•Well, it can’t be that bad, they must use 2FA!



• Well, it can’t be that bad, they must use 2FA!
• No…





–

• This happened around October 2023
• Reported the issue straight away to Guam Community College and 

Guam CERT
• At the time, due to hurricanes, Guam was in COR1, keeping the 

college closed and the issue not fixed
• After a few days, I am told that the issue was fixed and the exposed

LDAP port is not accessible any longer

• This was only partly true → The LDAP port was not accessible any longer, 
but the issue was not fixed. Anybody who had access to the old data 
could still reset passwords. Once the passwords were reset, an attacker 
could still login using the new password without any sort of MFA 



–



–



–

•I expressed my concerns to the stakeholders, but did not receive any 
response. So I let it go for a while…

•Fast forward to February 2024 and I run my research again. I was 
disappointed to see my old friend again: Guam Community College. 

The LDAP port was exposed again with all the data from before.

•I try again, the issue is still exploitable, and I find the following 
message on the board for all students







–

• Started from a very wide scope (all exposed LDAP servers using 
Shodan)

• Connected using LDAP anonymous bind to all of them and 
extracted the data using a bash script using multithreading

• Found that the Guam CC LDAP server exposed sensitive data
• Looked further into that, found further issues

• Automated password changes using Selenium



–

• The fact that the vendor/client say that an issue is fixed does not 
mean that the issue was fixed

• LDAP Anonymous Binding enabled is not an issue in itself, 
Account Takeover is → Always show impact





–





•Found database credentials inside the 
repository
•The database credentials worked and 

exposed several pieces of information, 

including credentials
•Visited the web application and found 
that the login is done using a membership 
number and a four-digit PIN



–







• Started from a wide scope → all exposed .git repositories found 
using Google Dorks

• Found database credentials → account takeover
• Issue reported → Git repository removed and DB password 

changed

• Kept looking manually and found Excel file containing user data

• Found Insufficient Rate Limiting → PIN Bruteforce → 2FA Bypass



•Google Dorks are your friend They are extremely powerful 

•Security issues come in bunches →  If you find one, you are likely to 

find others as well

•Start wide, focus deep

•Seemingly harmless security issues can have severe impact

• Do not simply report Insufficient Rate Limiting

• What can you do with it?



• Most malicious actors hack at scale

• Deep tests are necessary, but sometimes the scopes are too wide

• The internet is generally unsafe → You will definitely find 
something 

• This type of hacking is prone to automation

• You must know how to look for low-hanging fruits and finding them quickly



• Create a script which indexes all scopes of bug bounty 

programs regularly 

• Create a script which looks for one issue across all scopes
•
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