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MATEI-ANTHONY JOSEPHS

" FOUNDER OF HIVEHACK
SENIOR PENETRATION TESTER

SENIOR THREAT HUNTER
~ JUNIOR HUSBAND
DISCOVERED SEVERAL CVES

OSCP CRTO, EWPT AND -
OTHERS

'LINKEDIN - GITHUB




- HACKING STRATEGIES -
1 BREADTH-FOCUSED

RILAINT 5 2. DEPTH-FOCUSED - .'
. o o | |  AUTOMATION OPPORTUNITIES

PRACTICAL CASE STUDIES
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Lege

If you only had one week would you rather hack wide scopes

at the surface or hack narrow scopes in depth? Share your

reasons below!

Diving deep into narrow scopes @ 61%

Surface testing wide scopes @ 39%




-~~ .
--

HACKING
AT SCALE _




-~~ .
--

HACKING
SCALE










Wildcard Subdomam



BBP Wlth API+Web+Infra+CIoud-






- THE WHOLE INTERNET |




EXPLDRATIDN DF THE
TECHNIBAL
BDUNI"y-




AN ASVARL saoam

e N /] '////// ////

Q Sh NN . B T R s S W ~ &
S AN RS Ny A | e~ i B At | il o= v wp, /YL Y%
N\ / S

[/

RUA - LA \W ‘ AT I f - 21///%{/»///// ;Lo
NN R LT \\\\\\\\\\m.:s!-...wmm/ﬂ///////// W — Ay P

O\ IR SR e 11/l

rrrrrr

. g " s
v . .
. ¥ ~ £

u‘ .; R ....‘.‘.‘.- av -‘\“\."‘\; : ‘\ \\ ‘“\“ “ “"Il [ " - ’”’,,,./‘ / ' = d
“‘\\\\E\\\\R{{\\\\\\\\\\\\\\\\\\\\ Ml lllm!!ﬂ&w!!mﬂ’.’.’,"ﬂlllll/// h

) o

N
T\ o A\ R R B MBI R BT Y] /, //////,//I;:f'll.
SO NN ST /i,
::‘ saaTana A \:‘nl“un ‘U!\“\“'“i'\‘ i“ ! .!",........'.,-/.’-,-/-‘ / /'nnlunuulu/unl:;;l'{lh" 4
) AR A N Wiiitz

SN | WSS s | gy,

N \\\\\\ ot st LTl W UYL

\\\\\{\f\\\\ A 2 \.\'\\.'\\“\\\;‘\\{\\w‘ ‘ ‘l\\«lx\x‘\‘\ ?m::::. - ‘::!f:tlrl)l!, ,‘I"/N/ ‘ ‘ /7/’4//’//{//42///{///7{{///’/////{///{/
NS W

77 A/ R vy =




DEPTH-FOCUSED HACKING

 PICK A TARGET
 PICK A BUNCH OF VULNERABILITIES
« ATTACK! .




BREADTH-FOCUSED HACKING

* PICK A VULNERABILITY
* PICK A BUNCH OF TARGETS
« ATTACK!

S




A time and a place for both

. STRAIE_(;IES + Wide = easier to automate &

* Wide = vulnerability scanning

—— * Deép = tedious and mostly
O et | ' manual
— * Deep = penetration testing
Bug bounty

* Deep = more SSS




- STRATEGIES

Start from a research question
Determine potential targets ~ .
Trysmanual detection '
Automate-the detection
processs

Determine vulnerable targets
Dig deeper
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« AUTHORIZED PENETRATION TEST
» TESTING W OF A BUG BOUNTY
PROGR




« NON-INTRUSIVE TESTS AGAINST A TARGET WITHOUT PRIOR
AUTHORIZATION BUT RESPONSIBLY DISCLOSING THE FINDINGS
TO THE ORGAN




« ENTERING UNPROTECTED SERVICES ON A TARGET WITHOUT PRIOR
AUTHORIZATIO CLOSING THE FINDINGS TO




« ENTERING PROT TH DEFAULT
WITHOUT




ET YOU GAINED
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EXPOSED CAMERAS

z r@ 1w C% "Server: IP Webcam Server" "200 X == — ()l
< C M () https://www.shodan.io/search?query="Server%3A+|P+Webcam+Server'+"200+OK"&pa... A [} ¥ & O < s_lzc AT
© IP Webcam [ 2024-05-09T19:52:26.457921
80.111.68.83 HTTP/1.1 200 OK
cm-80.111.68.083.ntiw Connection: close
orid.ie

Liberty Global B.V. Server: IP Webcam Server 0.4

. Cache-Control: no-store, no-cache, must-revalidate, pre-check=0, post-check=0, max-age=0
il Ireland, Dublin

Pragma: no-cache

swi @ ° Expires: -1
Access-Control-Allow-Origin: *
Content-Type: text/html




WITH A BIT OF OSINT...
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BUTIT IS NOT ONLY CAMERAS...

@ Google %% "Set-Cookie: mongo-express” X

C M 25 shodan.io/search?query="Set-Cookie%3A+mongo-express"+"200+OK"

Account

Explore Downloads Pricing 2 "Set-Cookie: mongo-express" "200 OK"

TOTAL RESULTS

e om 2 <A a0 View Report &5 Download Results Lt Historical Trend [ View on Map
41 2 Partner Spotlight: Looking for a Splunk alternative to store all the Shodan data? Check out Gravwell
TOP COUNTRIES 212.8.248.225 [/ 2024-05-10T18:54:25 658133
777777777777777777777777777777777777777777777777777777777777777 WorldStream B.V. HTTP/1.1 200 OK
— X-Powered-By: Express

Netherlands, Amsterdam

E o8

Content-Type: text/html; charset=utf-8

D} Content-Length: 7501

ETag: W/"1d4d-xLOUGZzls/kH6yPDFcY7qTdog54"

Set-Cookie: mongo-express=s%3A97MIwAS5IhSNEDiI11QAmmz190GXN1L10G. ULFV8gzoxPgxGv27PwHYhDCXx00pxzYLS0X216bZ0OTM; Path=/; Ht
Date: Fri, 10 May 2024 18...

United States 86
Germany 83 168.138.234.69 [/ 2024-05-10T18:39:15.488054
. Oracle Public Cloud HTTP/1.1 200 OK
China 56 o !
= Brazil, Sao Paulo X-Powered-By: Express
France 40 Content-Type: text/html; charset=utf-8
Content-Length: 7956
Netherlands 14 ETag: W/"1f14-pKNTnmX8f5nf+88BucelB/EXqCk"

Set-Cookie: mongo-express=s%3AV8DQGNVcwP1B2bZWDyfViWu6S11DMQPKd . b23Vb2ndAxp8d3jC73ICedFiyrxnTNoyPpmgTMODQD8; Path=/; Ht

Mnara






NETWORK DEVICES AS C2 REDIRECTORS

e Searched Shodan for: WWW-Authenticate: Basic

* Found several HTTP/HTTPS servers allowing basic authentication

* Created a short python script to attempt to connect to the servers
using the following default credentials: usernames = ["admin”,

"test”, "admin", "administrator"”] passwords = ["admin”, "test",
"12345" "administrator”]

* The script uses multithreading
* Found several servers with default credentials



Target Username | Password
http://151.233.153.197 admin admin
http://151.233.231.172 admin admin
http://151.247.112.61 admin admin
http://185.120.228.129 admin admin
http://185.131.139.164 admin admin
http://185.72.80.100 admin admin
http://188.210.123.152 admin admin
http://188.210.176.55 admin admin
http://188.211.178.31 admin admin
http://188.211.183.3 admin admin
http://188.211.221.198 admin admin
http://188.211.32.123 admin admin
http://188.215.166.240 admin admin
http://195.181.1.45 admin admin
http://2.176.191.107 admin admin
http://2.176.2.245 admin admin
http://2.176.50.204 admin admin
http://2.176.66.103 admin admin
http://2.177.187.188 admin admin
http://2.177.194.16 admin admin
http://2.177.223.255 admin admin
http://2.177.248.140 admin admin
http://2.177.76.198 admin admin
http://2.179.57.130 admin admin
http://2.180.167.234 admin admin
http://2.180.206.93 admin admin
http://2.183.108.169 admin admin

Target Username | Password
httg-:ﬂ46.100.131.165 admin admin
http://46.100.150.181 admin admin
http://46.100.94.37 admin admin
http://46.248.33.125 admin admin
http://5.200.178.16 admin admin
http://5.200.211.21 admin admin
http://5.232.100.129 admin admin
http://5.232.108.21 admin admin
http://5.232.137.64 admin admin
http://5.232.193.208 admin admin
http://5.232.30.190 admin admin
http://5.232.75.39 admin admin
http://5.232.80.51 admin admin
http://5.233.205.154 admin admin
http://5.233.240.192 admin admin
http://5.234.128.120 admin admin
http://5.234.187.137 admin admin
http://5.238.214.253 admin admin
http://5.238.29.83 admin admin
http://5.239.103.189 admin admin
http://5.239.121.79 admin admin
http://5.74.110.255 admin admin
http://5.74.12.219 admin admin
http://5.74.14.154 admin admin
http://5.74.188.23 admin admin
http://5.74.200.0 admin admin
http://5.74.237.60 admin admin




NETWORK DEVICES AS C2 REDIRECTORS

Helpful Hinta

Thus s the absitly {0 apen pors i yout souter and re-direct data fhrough those ports 10 a single PC on your
network

Maximum number of entries which can be configured 12

ACTIVE PORT FORWARDING

Private  Protocol  External Start € al End  Int
» Type Port Port Port Port

ADD PORT FORWARDING




NETWORK DEVICES AS C2.REDIRECTORS - CONCLUSIONS

- ‘Started from a very large scope = servers with Basic Authentication
 Narrowed the scope during testing -» Servers with Basic
* authentication where our credentials worked - Routers






CQ

LDAP ANONYMOUS BIND - THE SEARCH

«Searched Shodan for LDAP servers allowing
anonymous binding

eFound several results and extracted them

Most LDAP servers contained phone
numbers and email addresses (PII, but not
too bad), however...

United States

Germany

Russian Federation

France

Finland

More...




LDAP ANONYMOUS BIND — EXPOSED DATA

# samruay.clapp, People, guamcc.edu

dn: uid=samruay.clapp,ou=People,dc=guamcc,dc=edu

employeeNumber: BO©074157

userPasswordBanner: {SSHA}27MkGkHG8dmoM6stCngZ6G+E128wRFoyVVKkXNw==
securityAnswerBanner: B000741570222

googleProvision: TRUE

uid: samruay.clapp

sn: Clapp

cn: Samruay Clapp

givenName: Samruay

udcid: DDE3316BE7086074E0431801A8C0OB128

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: lpSghePerson

securityQuestion: Enter your Banner Student ID or Banner Employee ID followed
by the month and day of your birthdate. (ex.B88888888mmdd)
securityAnswer: BO00741570222

mail: samruay.clapp@guamcc.edu
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HITYY CDMMUNITY CDLLEGE

. Well lt can t be that bad they must use 2FAI

Change Your Password
Your Security Question

(P} Change your password below. Your new
least 8 characters and must contain one lo

Enter your Banner Student ID or Banner Employee i UPRIGHER FECEar; Gk O e,
ID followed by the month and day of your

wercase letter, one

birthdate. (ex.B88888888mmdd) : samruay.clape

|

SUBMIT || CLEAR

SUBM].'; CLEAR




GUAM COMMUNITY COLLEGE -

- Well, it can’t be that bad, they must-use 2FA!
* No... 3

i

Change Your Password
Your Security Question

U Change your password below. Your ne
least 8 characters and must contain one
uppercase letter, and one number,

Enter your Banner Student ID or Banner Employee
ID followed by the month and day of your

birthdate. (ex.B88888888mmdd)

samruay.clapp
YOour Answet

| SUBMIT ] | CLEAR|

SUBMIT| CLEAR

v password must be at
lowercase letter, one




GUAM COMMUNITY [?DLLEGE

Addresses and Phones

Mailing Phones
Current:

< =2 C a mail.gnugle.cum/mail;ufo:’#inbox

Gmail



GUAM COMMUNITY COLLEGE — WHAT NOW?

* This happened around October 2023 -

* Reported the issue straight away to Guam Community College and
Guam CERT .

At the time, due to hurricanes,'Guam was in COR1, keeping the

college closed and the issue not fixed
* After a few days, | am told that the issue was fixed and the exposed
LDAP port is not accessible any longer

* This was only partly true = The LDAP port was not accessible any longer,
but the issue was not fixed. Anybody who had access to the old data
could still reset passwords. Once the passwords . were reset, an attacker
could still login ysing the new password without any sort of MFA



GUAM COMMUNITY COLLEGE — DISCLOSURE

Matel,

Guam is on COR1 and GCC is closed, but we will take

brecautionary measures to harden the security to

brotect LDAP from potential threats from the internet.

B Adrian




GUAM COMMUNITY COLLEGE — DISCLOSURE

Hi,

Thank you for the update. | hope things get better soon in
Guam. As for remediation, it is not oniy the LDAP
configuration which must be changed, but also the Security
Answers for every account, as attackers may have been

able to exfiltrate the data already and reset user
o passwords.

Please let me know if you need any additional information.

Kind regards,
Matei



GUAM COMMUNITY COLLEGE — WHAT NOW?

e/ expressed my concerns to the stakeholders, but did not receive any
response. So I-let it go for a while...

eFast forward to February 2024 and | run my research again. | was
disappeinted to see my old friend again: Guam Community College.

The LDAP port was exposed again with all the data from before.

e/ try again, the issue is still exploitable, and | find the following
message on the board for all students



Campus Announcements ) ' |

Change Your Password

Hafa Adai Students, Faculty, Staff and Administrators,

As you may have heard, there have been several cyberattacks targeting U.S., Federal and GovGuam agencies in the recent past.
These attacks could compromise your MyGCC account and expose your personal information.

To protect your account, we urge you to update your password on all GCC accounts as soon as possible, and to do so regularly every
three months. This is a simple, but effective way to enhance your cybersecurity and the network’s resilience.

If you detect any suspicious activity on your account at any time, please change your password immediately and inform GCC MIS.
We also recommend that you follow this practice for your personal accounts such as email and online banking.
How to change your password: https://guamcc.mojohelpdesk.com/help/article/310154

We thank you for your cooperation and attention to this matter.

Management Information Systems

Sent By: PIO, GCC
Delivery Date: Oct 16, 2023 12:36 PM




“ulf.driver. find_element(By.10, 'confinn«?umm‘)._um_ms(nn;ms)_ 06 Mg A v
s01f.driver. find_element(By.10, “confirmNesPassword").send_keys(Keys.ENTER) =
e time.sleep(%

testClass = GuamCCTest()

| t@stClass. read_data() :

Cfor user, secret in zip(testClass.use
testClass. setup_method("*)
testClass.change_pass(user, secret, “Pentestil”)
(] testClas ‘temtm("‘l

¥y

TR gETel

£ 38

£
(> 3

File "C:\Usecs\MateiJosephs\Anacongal\enva\py39\Lib\oite-pockages\seleniun\wobdriver\comon\utile. py®, 1ine 101, in is_connectable
socket_ = socket.create_connaction((host, port), 1)
File "C:\Users\MateiJosepha\Anacongas\envs\py32\Lib\socket py", Une 832, in create_connection
sock ., connect(sa)
KeyboardInterrupt

Process finished with exit code -1




Gl}AI\:1 COMMUNITY COLLEGE — TECHNICAL CONCLUSIONS

* Started from a very wide scope (all exposed LDAP servers using
Shodan)

e Connected using LDAP anonymous bigd to all of them and
extracted the data using a.bash script using multithreading

* Found that the Guam CC LDAP server expc;sed sensitive data
* Looked further into that, found further issues

* Automated password changes using Selenium



GUAM COMMUNITY COLLEGE — GENERAL CONCLUSIONS

* The fact that the vendor/client say that an issue is fixed does not

mean that the issue was fixed
* LDAP Anonymous Binding enabled is not an issue in itself,

Account Takeover is - Always show impact






- .GOOGLE DORKS — EXPOSED-GIT REPOSITORIES

*’L}o gﬂe Index of .git ext:git X

Images Videos Command File corrupt Diff Checkout Lock in Staging

About 144 results (0,26 seconds)




INTERESTING TARGET: /CA/
(INSTITUTE OF CHARTERED ACCOUNTANTS OF INDIA)

BRANCH OF INDORE
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ICAI INDORE

0009 %eS

\Q\A

eFound database credentials inside the
repository

eThe database credentials worked and
exposed several pieces of information,

including credentials

eVisited the web application and found

that the login is done using a membership
number and a four-digit PIN



ICAI INDORE — MEMBERSHIP NUMBER ENUMERATION

Indore Branch of MEMBER LOGIN MEMBER LOGIN
@ Central India Regional Council of
. The Institute of Chartered Accountants of India

Hello Members from here you
can access your Account!

Hello Members from here you
can access your Account!

MEMBER LOGIN
Hello Members from here you 1234
| it e

. Membership number does not




v @ ICAIINDORE

ICAI INDORE

M Paused
indore-icai.org

A
(& Memory usage: 323 MB Events o Gallery %

ED ACCOUNTANTS OF INDIA
@ (Set up by an Act of Parliament)
: INDORE BRANCH (CIRC)

About Us Members Students  Job Portal Coworking space Resources Contact us E-Directory

Upcoming Events € View all

Fri 22 Mar | 10:00 AM
National Conference -Hd el for
"Embarking Change, Staying

Relevant"
View Details | Enroll Now

THE INSTITUTE OF
CHAPTERED ACCOUNTANTS
OF INDIA
(Set up by an Act of Partament)
(CRC) :-.‘f:&
e o W . L )

.
g




ﬁ| | ', QBV’ Main Notes Aux VPN Setup Backup Shells ADInitialAccess| & # @ “ ¢ O (genmon)XXX ) A 5:28 l a ¢

® ICAIINDORE o v

&« > C https://directory.indore-icai.org/member_login B W » 2 O 2 :

Indore Branch of
Central India Regional Council of
The Institute of Chartered Accountants of India

MEMBER LOGIN

Hello Members from here you
can access your Account!

OR

{5 Continue with Google




ICAlI TECHNICAL CONCLUSIONS

e Started from a wide scope —> all exposed .git repositories found
using Google Dorks

Found database credentials - account takeover

* Issue reported = Git repository removed and DB password
changed

e Kept looking manually and found Excel file containing user data
* Found Insufficient Rate Limiting - PIN Bruteforce - 2FA Bypass



ICAl GENERAL CONCLUSIONS

eGoogle Dorks are your friend They are extremely powerful
eSecurity issues come in bunches = If you find one, you are likely to
find others as well
eStart wide, focus deep
eSeemingly harmless security issues can have severe impact

* Do not simply report Insufficient Rate Limiting

 What can you do with it?



FINAL CONCLUSIONS

e Most malicious actors hack at scale
e Deep tests are necessary, but sometimes the scopes are too wide

* You must know how to look for low-hanging fruits and finding them quickly

* The internet is generally unsafe - You will definitely find
something

* This type of hacking is prone to automation



HOW TO APPLY WHAT WE LEARNED TODAY?

* Create a script which indexes all scopes of bug bounty
programs regularly
* Create a script which looks for one issue across all scopes
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