
PLATINUM
SPONSORS

Many thanks to our sponsors and 
partners!

SILVER SPONSORS

HACKING VILLAGE PARTNERS

COMMUNITY & MEDIA PARTNERS

MOBILITY
PARTNER



Log4JMX: The Vulnerability that Never Existed
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Before we Begin

Disclaimer: My 
opinions are my 

own

Warning: The 
presentation may 
contain traces of 

humour



Matei “Mal” Badanoiu

• Hacking stuff for 8 Years

• Professional Experience 6.5 Years

• +100 0-days/CVEs
• Oracle (Mysql Connector, Weblogic, Agent13)

• Cisco (SD-WAN)

• Apache (Nifi, Solr, OfBiz, James, etc.)

• ETC.



Intro

• Reported to security@apache.com in 2023

• Log4J exposed by default sensitive MBeans:

• setConfigText(String, String)

• ConfigLocationUri 

• getConfigText(String) or ConfigText

• Not a vulnerability

• Patched:

• “… our review of this issue has convinced us that we should not register JMX 
beans by default …”

mailto:security@apache.com


Exhibit A. https://logging.apache.org/log4j/2.x/manual/jmx.html
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Intro 2.0 – Electric Boogaloo

• Reported to security@apache.com in 2023

• Log4J exposed by default sensitive MBeans:

• setConfigText(String, String)

• ConfigLocationUri 

• getConfigText(String) or ConfigText

• Not a vulnerability

• Patched???:

• “… our review of this issue has convinced us that we should not register JMX 
beans by default …”

mailto:security@apache.com




Log4J



Log4J

• Apache Log4j:

• Is a versatile, industrial-grade 
Java logging framework

• Used by 8% of the Maven 
ecosystem

• Listed as one of the top 100 
critical open source software 
projects 

• The project is actively 
maintained by a team of several 
volunteers

• https://logging.apache.org/log4j/2.x/

https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://logging.apache.org/log4j/2.x/team.html


Log4J – For Hackers

• Too many functionalities

• Read Files

• Write Files

• JDBC Support

• Script Support (BeanShell, Nashorn/Rhino, Groovy, AppleScriptEngine)

• Automatically exposed MBeans via JMX

• Remote JNDI support (LDAP, RMI) – Log4J Pre-CVE-2021-44228



Old Log4J Attacks



Old JNDI Attacks

Can insert JNDI connections in several 
components:

Pattern → JNDI Lookups

JDBC → Data Source → jndiName

JMS → providerURL

Protections:

Secure Parameters:

• log4j2.enableJndiLookup=true

• log4j2.enableJndiJdbc=true

• log4j2.enableJndiJms=true

Secured JndiManager:

•Prevents LDAP/RMI connections

•Allows only local or “java:” protocols



Lookup JNDI Requres “log4j2.enableJndiLookup=true”





Datasource “jndiName” Requires “log4j2.enableJndiJdbc=true”



JMS “providerURL” Requires “log4j2.enableJndiJms=true”



Current Log4J Attacks



Log4J – Attacks

• Interesting MBeans:

• Functions:

• setConfigText(String, String)

• getConfigText(String)

• Attributes:

• ConfigLocationUri – Read/Write

• ConfigText – Read Only



Log4J – Attacks

• Attacks target by modifying the Log4J runtime configuration

• Possible Attacks:

• Read Arbitrary Files:

• Point to file with “ConfigLocationUri”

• Read contents with “ConfigText” or “getConfigText(String)”

• Write Files:

• Point “ConfigLocationUri” to malicious remote config

• Or change config directly using “setConfigText(String, String)”

• Leverage other functionalities:

• Script Engines

• JDBC Connections



Reading Files





Reading Files

• Steps:

• Step 1: Point to file with “ConfigLocationUri”

• Step 2: Read contents with: 

• “ConfigText”

• “getConfigText(String)”

• What can we read?

• Local Files

• Remote files

• FTP

• SMB (Only Windows Environment)

• Protection Against Reading over HTTP (a.k.a. Blind GET SSRF)



Read Local Files



Read Local Files (FILE://, 
JAR://)

Jolokia – Change ConfigLocationUri



Read Local Files (FILE://, 
JAR://)

Jolokia – Read Resulting ConfigText 



Read Local Files (FILE://, 
JAR://)

Jolokia – Read Resulting ConfigText 



Read Local Files (FILE://, 
JAR://)

Jolokia – Read Resulting ConfigText 



Read Local Files (FILE://, 
JAR://)

JConsole – Change ConfigLocationUri



Read Local Files (FILE://, 
JAR://)

JConsole – Read ConfigText



Read Remote Files – FTP://



Read Remote Files (FTP://) JConsole – Change ConfigLocationUri



Read Remote Files (FTP://) JConsole – Change ConfigLocationUri



Read Remote Files (FTP://) Attacker’s FTP Server



Read Remote Files (FTP://) Attacker’s FTP Server



Read Remote Files (FTP://) Attacker’s FTP Server



Read Remote Files – SMB 
(FILE:////)





Read Remote Files (SMB, 
FILE:////)

JConsole – Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

JConsole – Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

JConsole – Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

Attacker’s Malicious SMB



Read Remote Files (SMB, 
FILE:////)

Attacker’s Malicious SMB



HTTP Server-Side Request 
Forgery





HTTP SSRF – Blind GET Attacker’s Malicioius SMB



HTTP SSRF – Blind GET Listening HTTP Server



HTTP SSRF – Blind GET NullPointerException when 
trying to read HTTP response



HTTP SSRF – Blind GET NullPointerException when 
trying to read HTTP response





HTTP SSRF – Blind GET Log4J XML configuration - 
ScriptFile Example



HTTP SSRF – Blind GET Log4J XML configuration - 
ScriptFile Example



HTTP SSRF – Blind GET
SSRF is made even if scripts 
are not supported and  the 
application throws 
exceptions



HTTP SSRF – Blind GET
SSRF is made even if scripts 
are not supported and  the 
application throws 
exceptions



HTTP SSRF – Blind GET
SSRF is made even if scripts 
are not supported and  the 
application throws 
exceptions



Writing Files



Writing Files

• 2 Modes:

• Continous Write:

• Simple

• Good for files that do not have a strict structure that require an end

• E.g.: JSPs, SSH Authorized Keys, cron scripts, ETC.

• LogRotate:

• Only write what is necessary → Archive File → Only write what is necessary 
→ Repeat

• E.g.: XML files

• Write Files over SMB



Caveman Continous Write 
Mode

XML Configuration – Write 
Malicious JSP



Caveman Continous Write 
Mode

XML Configuration – Write 
Malicious JSP



Caveman Continous Write 
Mode

Result – Payload repeats ad 
infinitum



Caveman Continous Write 
Mode

Result – Payload repeats ad 
infinitum



“Sofisticated” LogRotate
XML Configuration – Write 
Malicious Content sensitive 
File



“Sofisticated” LogRotate
XML Configuration – Write 
Malicious Content sensitive 
File



“Sofisticated” LogRotate
XML Configuration – Write 
Malicious Content sensitive 
File



“Sofisticated” LogRotate
XML Configuration – Write 
Malicious Content sensitive 
File



Tangent: Controlling File 
Permissions

SSH “authorized_keys” 
example



Tangent: Controlling File 
Permissions

SSH “authorized_keys” 
example



Write Files over SMB, FILE://// Windows Only



Writing 
Binary Content



Tangent: XML Limitation

• XML allowed characters:

• #x9 | #xA | #xD | [#x20-#xD7FF] | [#xE000-#xFFFD] | [#x10000-#x10FFFF]

• Cannot directly write a full complex binary file (EXE, JAR, WAR, etc.)

• In theory we can play with multibyte characters and encodings:

• &#xCAFE;&#xBEBE;

• UTF-16 and/or UTF-32

• Groups of null bytes are hard to navigate around





Log4J Configuration Formats

XML (Default)

Properties (Most Used)

JSON

YAML



Writing Binary Content Property Format – Write Test File



Writing Binary Content Property Format – Write Test File



Writing Binary Content Property Format – Write Test File



Writing Binary Content Property Format – Write 
WAR File



Writing Binary Content Property Format – Write 
WAR File



Writing Binary Content Property Format – Write 
WAR File



Feels more like a PWN challenge than Web



Script Support



Script Support

• A.K.A. direct RCE (Remote Code Execution)

• Script Components:

• ScriptArbiter

• ScriptFilters

• ScriptPatternSelector

• ETC.

• Only works if “scriptSupport” is enabled

• Scripts:

• JavaScript

• Groovy

• Beanshell

• ETC.



Script Support Configuration containing 
JavaScript



Script Support Configuration containing 
JavaScript



JDBC



JDBC
https://github.com/apache/loggin
g-log4j2/blob/2.x/log4j-jdbc-
dbcp2/src/test/resources/log4j2-
jdbc-dbcp2.xml



JDBC
https://github.com/apache/loggin
g-log4j2/blob/2.x/log4j-jdbc-
dbcp2/src/test/resources/log4j2-
jdbc-dbcp2.xml



Java Messaging 
Extension (JMX)



Java Management Extensions 
(JMX)

• Extension over RMI

• Fetch records (classes, functions and attributes) from JMX Registry

• Flow:

• Send signature (function + arguments + other info) to server

• Server returns the result result

• Unauthenticated JMX == Death by MLET





Major JMX Security Concerns

• Preauthenticated Deserialization

• Unauthenticated MLet Install

• Post-authenticated shenanigans

• MBean Function Calls

• MBean Attribute Read/Write (get/set)

• Deserialization via Function Arguments



JMX over HTTP

• Inbuilt “JMX-Console” Tomcat, Jboss, etc.

• 3rd party software:

• Jolokia

• Hawtio

• No Deserialization

• No MLets

• Can still call exposed Java Functions and modify attributes (shenanigans)



Log4J + JMX
=

Log4JMX



Log4JMX

Log4J

Exposed 
MBeans 

(JMX, 
Jolokia, 

Hawtio, etc)



Log4JMX

Log4J

Exposed 
MBeans 

(JMX, 
Jolokia, 

Hawtio, etc)





So who is 
vulnerable?



So who is 
vulnerable?



So who is 
vulnerable?



So who is 
vulnerable?



Apache ActiveMQ and 
Alfresco



Alfresco

• Alfresco Docker Compose comes bundeled with a docker image for ActiveMQ

• Image has default credentials (admin:admin)

• Found Log4JMX here

• Wanted to report it to Alfresco

• But …





Alfresco

• Alfresco Docker Compose comes bundeled with a docker image for ActiveMQ

• Image has default credentials (admin:admin)

• Found Log4JMX here

• Wanted to report it to Alfresco

• But … realised that the problem may be in Apache ActiveMQ



Apache ActiveMQ

• CVE-2022-41678 (Long Story)

• Jolokia

• Jetty Server with JSP support

• Default credentials are “admin:admin”

• Exploit: Write Arbitrary JSP to get RCE



Write Arbitrary Content to 
“mal.jsp”

Use relative path traversal



Write Arbitrary Content to 
“mal.jsp”

System Commands in JSP



Write Arbitrary Content to 
“mal.jsp”

Log4J XML Configuration



Write Arbitrary Content to 
“mal.jsp”

Jolokia HTTP Request



Write Arbitrary Content to 
“mal.jsp”

Jolokia HTTP Request



Write Arbitrary Content to 
“mal.jsp”

Jolokia HTTP Request



Write Arbitrary Content to 
“mal.jsp”

Jolokia HTTP Request



Write Arbitrary Content to 
“mal.jsp”

RCE == Winning



Apache Artemis



Apache Artemis

• CVE-2023-50780

• Hawtio

• Jetty Server without JSP support

• Can be misconfigured to accept anonymous login

• Exploit: Replace one or more WAR Files and restart the server using 
“restartEmbeddedWebServer()”

• Alternative Exploit: Write “broker.xml”, shutdown the server and wait for a 
developer/server admin to restart the application



Write Malicious WAR Find Path to “web” directory via 
Runtime → System Properties



Write Malicious WAR Generate Log4J Properties 
Configuration



Write Malicious WAR Generate Log4J Properties 
Configuration



Write Malicious WAR Jolokia HTTP Request



Write Malicious WAR Log4J requests the 
configuration file over FTP



Write Malicious WAR Observing the Log4J configuration 
changes in Artemis



Write Malicious WAR Observing the Log4J configuration 
changes in Artemis



Restart Embedded Jetty Restart the Embedded Jetty 
server to load the new WAR



Write Malicious WAR Triggering the RCE



RedHat AMQ



RedHat AMQ

• No CVE (probably falls under CVE-2023-50780)

• Have yet to answer my emails





RedHat AMQ

• No CVE (probably falls under CVE-2023-50780)

• Have yet to answer my emails

• Misconfigured Artemis:

• Hawtio

• Jetty Server without JSP support

• Misconfigured Log4J allows script support

• Exploit: Load malicious directly scripts into the Lo4J Configuration



Malicious ScriptFilter JavaScript in Log4J XML 
Configuration



Malicious ScriptFilter JavaScript in Log4J XML 
Configuration



Malicious ScriptFilter Jolokia Request



Malicious ScriptFilter Jolokia Request



Malicious ScriptFilter Yey RCE ...



Malicious ScriptFilter … nobody was expecting 
that …



Malicious ScriptFilter … but, expect the 
unexpected I guess



Apache James



Apache James

• No CVE (they had more important vulns to worry about)









Apache James

• No CVE (they had more important vulns to worry about)

• Direct JMX

• Usually runs as “root” as it listens on ports 25, 110, 143

• Exploit: Write command in cron.d as “root”



Write Malicious Cron.d Log4J XML Configuration



Write Malicious Cron.d Log4J XML Configuration



Write Malicious Cron.d Log4J XML Configuration



Write Malicious Cron.d Using Jconsole



Write Malicious Cron.d Using Jconsole



Write Malicious Cron.d Target’s console output



Write Malicious Cron.d James’ console output



Write Malicious Cron.d RCE Result





Thank you for your 
attention



Q&A
or

A&Q
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