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Before we Begin

Disclaimer: My 
opinions are my 

own

Warning: The 
presentation may 
contain traces of 

humour



aŀǘŜƛ άaŀƭέ .ŀŘŀƴƻƛǳ

ÅHacking stuff for 8 Years

ÅProfessional Experience 6.5 Years

Å+100 0-days/CVEs
ÅOracle (Mysql Connector, Weblogic, Agent13)

ÅCisco (SD-WAN)

ÅApache (Nifi, Solr, OfBiz, James, etc.)

ÅETC.



Intro

ÅReported to security@apache.com in 2023

ÅLog4J exposed by default sensitive MBeans:

ÅsetConfigText(String, String)

ÅConfigLocationUri 

ÅgetConfigText(String) or ConfigText

ÅNot a vulnerability

ÅPatched:

ÅάΧ our review of this issue has convinced us that we should not register JMX 
ōŜŀƴǎ ōȅ ŘŜŦŀǳƭǘ Χέ

mailto:security@apache.com


Exhibit A. https:// logging.apache.org/log4j/2.x/manual/jmx.html
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Intro 2.0 ς Electric Boogaloo

Å Reported to security@apache.com in 2023

Å Log4J exposed by default sensitive MBeans:

ÅsetConfigText(String, String)

ÅConfigLocationUri 

ÅgetConfigText(String) or ConfigText

Å Not a vulnerability

Å Patched???:

ÅάΧ our review of this issue has convinced us that we should not register JMX 
ōŜŀƴǎ ōȅ ŘŜŦŀǳƭǘ Χέ

mailto:security@apache.com




Log4J



Log4J

ÅApache Log4j:

Å Is a versatile, industrial-grade 
Java logging framework

ÅUsed by 8% of the Maven 
ecosystem

ÅListed as one of the top 100 
critical open source software 
projects 

ÅThe project is actively 
maintained by a team of several 
volunteers

Åhttps:// logging.apache.org/log4j/2.x/

https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://logging.apache.org/log4j/2.x/team.html


Log4J ς For Hackers

ÅToo many functionalities

ÅRead Files

ÅWrite Files

ÅJDBC Support

ÅScript Support (BeanShell, Nashorn/Rhino, Groovy, AppleScriptEngine)

ÅAutomatically exposed MBeans via JMX

ÅRemote JNDI support (LDAP, RMI) ς Log4J Pre-CVE-2021-44228



Old Log4J Attacks



Old JNDI Attacks

Can insert JNDI connections in several 
components:

Pattern Ą JNDI Lookups

JDBC ĄData Source Ą jndiName

JMS Ą providerURL

Protections:

Secure Parameters:

ωlog4j2.enableJndiLookup=true

ωlog4j2.enableJndiJdbc=true

ωlog4j2.enableJndiJms=true

Secured JndiManager:

ωPrevents LDAP/RMI connections

ω!ƭƭƻǿǎ ƻƴƭȅ ƭƻŎŀƭ ƻǊ άƧŀǾŀΥέ ǇǊƻǘƻŎƻƭǎ



Lookup JNDI wŜǉǳǊŜǎ άlog4j2.enableJndiLookup=trueέ





5ŀǘŀǎƻǳǊŎŜ άƧƴŘƛbŀƳŜέwŜǉǳƛǊŜǎ άƭƻƎпƧнΦŜƴŀōƭŜWƴŘƛWŘōŎҐǘǊǳŜέ



Wa{ άproviderURLέ wŜǉǳƛǊŜǎ άƭƻƎпƧнΦŜƴŀōƭŜWƴŘƛWƳǎҐǘǊǳŜέ



Current Log4J Attacks



Log4J ς Attacks

ÅInteresting MBeans:

ÅFunctions:

ÅsetConfigText(String, String)

ÅgetConfigText(String)

ÅAttributes:

ÅConfigLocationUri ς Read/Write

ÅConfigText ς Read Only



Log4J ς Attacks

ÅAttacks target by modifying the Log4J runtime configuration

ÅPossible Attacks:

ÅRead Arbitrary Files:

Åtƻƛƴǘ ǘƻ ŦƛƭŜ ǿƛǘƘ άConfigLocationUriέ

ÅwŜŀŘ ŎƻƴǘŜƴǘǎ ǿƛǘƘ άConfigTextέ ƻǊ άƎŜǘ/ƻƴŦƛƎ¢ŜȄǘό{ǘǊƛƴƎύέ

ÅWrite Files:

Åtƻƛƴǘ άConfigLocationUriέ ǘƻ ƳŀƭƛŎƛƻǳǎ ǊŜƳƻǘŜ ŎƻƴŦƛƎ

ÅhǊ ŎƘŀƴƎŜ ŎƻƴŦƛƎ ŘƛǊŜŎǘƭȅ ǳǎƛƴƎ άsetConfigText(String, String)έ

ÅLeverage other functionalities:

ÅScript Engines

ÅJDBC Connections



Reading Files





Reading Files

ÅSteps:

ÅStep 1: tƻƛƴǘ ǘƻ ŦƛƭŜ ǿƛǘƘ άConfigLocationUriέ

ÅStep 2: Read contents with: 

ÅάConfigTextέ

ÅάgetConfigTextό{ǘǊƛƴƎύέ

ÅWhat can we read?

ÅLocal Files

ÅRemote files

ÅFTP

ÅSMB (Only Windows Environment)

ÅProtection Against Reading over HTTP (a.k.a. Blind GET SSRF)



Read Local Files



Read Local Files (FILE://, 
JAR://)

Jolokia ς Change ConfigLocationUri



Read Local Files (FILE://, 
JAR://)

Jolokia ς Read Resulting ConfigText 
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Read Local Files (FILE://, 
JAR://)

Jolokia ς Read Resulting ConfigText 



Read Local Files (FILE://, 
JAR://)

JConsole ς Change ConfigLocationUri



Read Local Files (FILE://, 
JAR://)

JConsole ς Read ConfigText



Read Remote Files ς FTP://



Read Remote Files (FTP://) JConsole ς Change ConfigLocationUri



Read Remote Files (FTP://) JConsole ς Change ConfigLocationUri



Read Remote Files (FTP://) !ǘǘŀŎƪŜǊΩǎ C¢t {ŜǊǾŜǊ
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Read Remote Files (FTP://) !ǘǘŀŎƪŜǊΩǎ C¢t {ŜǊǾŜǊ



Read Remote Files ς SMB 
(FILE:////)





Read Remote Files (SMB, 
FILE:////)

JConsole ς Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

JConsole ς Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

JConsole ς Change ConfigLocationUri



Read Remote Files (SMB, 
FILE:////)

!ǘǘŀŎƪŜǊΩǎ aŀƭƛŎƛƻǳǎ {a.



Read Remote Files (SMB, 
FILE:////)

!ǘǘŀŎƪŜǊΩǎ aŀƭƛŎƛƻǳǎ {a.



HTTP Server-Side Request 
Forgery





HTTP SSRF ς Blind GET !ǘǘŀŎƪŜǊΩǎ Malicioius SMB



HTTP SSRF ς Blind GET Listening HTTP Server



HTTP SSRF ς Blind GET NullPointerException when 
trying to read HTTP response



HTTP SSRF ς Blind GET NullPointerException when 
trying to read HTTP response





HTTP SSRF ς Blind GET Log4J XML configuration - 
ScriptFile Example



HTTP SSRF ς Blind GET Log4J XML configuration - 
ScriptFile Example



HTTP SSRF ς Blind GET
SSRF is made even if scripts 
are not supported and  the 
application throws 
exceptions
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HTTP SSRF ς Blind GET
SSRF is made even if scripts 
are not supported and  the 
application throws 
exceptions



Writing Files



Writing Files

Å2 Modes:

ÅContinous Write:

ÅSimple

ÅGood for files that do not have a strict structure that require an end

ÅE.g.: JSPs, SSH Authorized Keys, cron scripts, ETC.

ÅLogRotate:

ÅOnly write what is necessary Ą Archive File Ą Only write what is necessary 
Ą Repeat

ÅE.g.: XML files

ÅWrite Files over SMB



Caveman Continous Write 
Mode

XML Configuration ς Write 
Malicious JSP



Caveman Continous Write 
Mode

XML Configuration ς Write 
Malicious JSP



Caveman Continous Write 
Mode

Result ς Payload repeats ad 
infinitum



Caveman Continous Write 
Mode

Result ς Payload repeats ad 
infinitum



ά{ƻŦƛǎǘƛŎŀǘŜŘέ [ƻƎwƻǘŀǘŜ
XML Configuration ς Write 
Malicious Content sensitive 
File
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ά{ƻŦƛǎǘƛŎŀǘŜŘέ [ƻƎwƻǘŀǘŜ
XML Configuration ς Write 
Malicious Content sensitive 
File



Tangent: Controlling File 
Permissions

{{I άauthorized_keysέ 
example



Tangent: Controlling File 
Permissions

{{I άauthorized_keysέ 
example



Write Files over SMB, FILE://// Windows Only


