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1/10/24 | 3

Rico Komenda
Who?

• Husband and father

• Senior Security Consultant @ adesso SE
• International trainer and speaker
• Consulting
• AppSec, CloudSec, OffSec, AISec

Mission statement:
Securing the digital world, one byte at a time
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2022: around 136,000 registered cybercrime offences in DE 
Increase of +3% compared to the previous year

How does it happen?

> Strongly advancing digitalization  

> Increasing professionalization of perpetrators 

> Low barriers to entry through CaaS (Cybercrime-as-a-Service) 

Cybercrime: professional business

 

EFFECTS OF CYBER ATTACKS

CYBERCRIME
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PATH OF LEAST COST/RESISTANCE



SECURITY IS A PROCESS

Secure Coding
DEVELOPMENT

Secure Pipeline
DEPLOYMENT

Security
REQUIREMENTS

Secure
DESIGN

Security
TEST
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SOFTWARE DEVELOPMENT LIFECYCLE

Developer
Know-how

Developer
Workspace

Source
Code Deployment

Testing &
Monitoring

Releasing

Build
Process

• Weaknesses 
unclear

• no knowledge of 
the attacks

• missing input 
check

• Weak 
authorization 
check

• insufficient data 
protection

• lack of controls

• cracked 
algorithms

• Incorrect coding

• Insecure libraries
• unsafe config • Missing sensors

• no safety tests
SECURE
CODING

TRAINING

ISSUE
COACHING

DATA 
FLOW

ANALYSIS

VULN.
SCANNING

CODE
SECURITY
REVIEW

THREAT
ANALYSIS

TOOL
INTEGRATION PENTESTING

SECURITY
MONITORING



DEVOPS CYCLE

OpsDev Sec

100 10 1
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DEVSECOPS
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SECDEVOPS & SHIFT-LEFT
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SECURITY CONCEPTS

Defense in Depth2

Principle of least privilege3

Principle of failing securely4

Supply Chain Security5

Security by Obscurity6

Attack Surface Reduction7

Assume Breach & Zero Trust1

Useable Security8
| 11
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ASSUME BREACH
&

ZERO TRUST
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ASSUME BREACH ZERO TRUST

Design as you 
though you 

have already 
been, or will be,

brached.

React as though 
you have been 

breached

No implicit 
trust between 
components, 

apps, network,
system, users,

…
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DEFENSE IN DEPTH
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LAYERED DEFENSE IN DEPTH

• Layers of security, 
instead of only one 
defense, use several

• In case on layer fails, 
another will protect your 
system
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DEFENSE IN DEPTH IN THE SOFTWARE LAYER

Application

Presentation

Business logic

Data Access

Data

Validate request 
with tokens

Expire sessions

Threat Analysis

Input Validation

Data source
restrictions

Log critical events
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PRINCIPLE OF 
LEAST PRIVILEGE
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PRINCIPLE OF LEAST PRIVILEGE

• Providing only the amount 
of access and permission 
required to perform a 
specific function and
nothing more
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EXAMPLE: AWS DYNAMODB
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PRINCIPLE OF 
FAILING SECURELY
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REAL-LIFE EXAMPLE:
DOOR-LOCK
FAILING OPEN VS. SECURELY
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PRINCIPLE OF FAILING SECURELY

Dependability

Confidentiality

Integrity

Availibility

Safety

Reliability

Maintainability

Security
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SECURITY CHAOS ENGINEERING @ CLOUD
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SECURITY ENGINEERING TOOLS
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SUPPLY CHAIN SECURITY
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SUPPLY CHAIN SECURITY

• All of the components, 
libraries, frameworks 
and any other code you 
did not write, that you 
put in your app make up 
your supply chain

• Each dependency needs 
to be secure
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SUPPLY CHAIN SECURITY
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SUPPLY CHAIN SECURITY
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SUPPLY CHAIN SECURITY

Dependencies 
Management

Build & Packaging

DistributionDeployment

Compliance
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SECURITY BY OBSCURITY
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SECURITY BY OBSCURITY

The Kerchoff Principle
A cryptographic system should be secure even if everything 

about the system, except the key, is public knowledge

Plaintext CiphertextCipher
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REAL-LIFE EXAMPLE:
PASSWORD ON PAPER 
UNDER THE KEYBOARD
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SECURITY BY OBSCURITY

PROS CONS
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SECURITY BY OBSCURITY
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ATTACK SURFACE
REDUCTION
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REMOVE ANY UNUSED 
PARTS OF YOUR CODE
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EVERY PART OF YOUR 
APPS AND SYSTEM IS 
PART OF YOUR ATTACK 
SURFACE
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THE LESS YOU HAVE, THE 
LESS THERE IS TO 
ATTACK
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USEABLE SECURITY
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USEABLE SECURITY
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USEABLE SECURITY
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IF SECURITY FEATURES 
CAUSE USER PROBLEMS,
THEY‘LL FIND WAYS 
AROUND THEM
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COMPROMISES AND 
CREATIVE SOLUTIONS 
CAN LEAD TO 
CUSTOMER DELIGHT 
AND BETTER 
COMPLIANCE
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Path of least 
resistance

Appropriate 
boundaries

Explicit 
authorization

Visibility

Revocability

Expected ability

Trusted path

Identifiability

Expressiveness

Clarity

DESIGN PRINICPLES, KAI- PING YEE
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SOME TYPICAL APPSEC STUFF
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OPEN SECURITY ARCHITECTURE
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APPLICATION SECURITY TESTING
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THREAT MODELLING
Set 

objectives

Visualize

Identify 
threats

Mitigate

Validate
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OWASP ASVS
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OUR RESULT AT THE END
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QUESTIONS?
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THANK YOU!


