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ÁCloud & Cybersecurity Advisor @ D3 Cyber

Á Cybersecurity & vCISO Services

Á Cloud Strategy & Governance

Á IT Risk Management

Á Business Process Optimization

ÁContact : tudy.ro 

Á DefCamp Cluj (Transylvania): https://cluj.def.camp 

TUDOR DAMIAN

https://d3cyber.eu/
https://tudy.ro/
https://cluj.def.camp/


Source: https://youtu.be/uzLncXuSIRQ 

https://youtu.be/uzLncXuSIRQ


ÁCurrent Cyber Threat landscape

ÁCommon types of attacks on the rise

ÁIncident prevention, response and recovery

AGENDA



LETȴS LOOK AT SOME NUMBERS 



HIVE SYSTEMS Ȱ CYBERSECURITY PERCEPTIONS



VERIZON 2024 DATA BREACH INVESTIGATIONS REPORT

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (2)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (3)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (4)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (5)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (6)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (7)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (8)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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VERIZON 2024 DBIR (9)

Source: https://www.verizon.com/business/resources/reports/dbir/ 
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ÁThe average cost of a data breach reached an all-time high of $4.45 million

ÁBreaches caused by stolen or compromised credentials required the longest 

detection and recovery time, averaging 11 months

ÁRansomware attacks saw a 12% decline, with many organizations opting to 

rebuild rather than pay ransoms

ÁLess than half of organizations have a formal ransomware response plan

ÁEmerging technologies like AI are both threats and opportunities for 

cybersecurity

ÁFinance surpassed healthcare as the most breached industry in 2023, 

with the professional services sector seeing a significant rise in breaches

OTHER REPORTS

Sources: IBM Cost of a Data Breach Report 2023, Thales Data Threat Report 2024, Kroll Data Breach Outlook 2024



WE NEED MORE CYBERSECURITY PROFESSIONALS

Sources: Microsoft Digital Defense Report 2023

ÁThe demand is projected to reach 3.5 million by 2025

ÁA 350% increase over 8 years



ITȴS ABOUT PASSWORDS, AGAIN 



RANDALL MUNROE ( XKCD) HAS A GOOD POINT



THE FAMOUS PASSWORD TABLE GETS AN UPDATE



ÁUsing hashcat and a current -gen GPU 

Á 2020 hardware:  1 x RTX 2080 | 2020 password hash:  MD5

Á 2022 hardware:  8 x A100 | 2022 password hash:  MD5

Á 2023 hardware:  12 x RTX 4090 | 2023 password hash:  MD5

Á 2024 hardware:  12 x RTX 4090 | 2024 password hash:  bcrypt

ÁAssumptions :

ÁMost sites use MD5 / bcrypt

ÁMFA is not used or has been bypassed via other means

ÁPasswords are randomly generated (non-random password are easier to crack)

ÁThe password has not been a part of a past data breach

ÁMetrics assume a finite òsample spaceó of characters (varies year-to-year)

THE HIVE SYSTEMS METHODOLOGY



MD5 VS BCRYPT

MD5

bcrypt (32 iterations)



WHY BCRYPT? HAVEIBEENPWNED.COM HAS THE ANSWER



THE CHARACTER SET DEBATE



EASY- TO- GUESS / STOLEN / REUSED PASSWORDS?



ANOTHER LOOK AT THE 2024 TABLE (BCRYPT)



ATTACKS ON THE RISE 



ÁPassword-based attacks spiked in 2023

ÁCredential stuffing, password reuse, password spraying, etc.

ÁThe result is not pretty: stolen shopping accounts, sensitive data (card 
numbers, private messages, pictures, documents), identity theft, sending 
phishing/spam, etc.

SO, YEAH, PASSWORD ATTACKS ARE STILL A THING

Sources: Microsoft Digital Defense Report 2023



ÁA pivot from high-volume destructive attacks to cyber-espionage

ÁAn unchecked expansion of the cyber mercenary marketplace 

ÁAI-generated content noted in efforts to influence foreign elections 

and sow division in target countries (originating particularly from China)

NATION STATE ACTORS

Sources: Microsoft Digital Defense Report 2023



ÁAdvanced phishing

ÁDeepfake attacks

AI- MANIPULATED ATTACKS



ÁRansomware attacks have continued to escalate, with a significant 

resurgence in 2023

ÁAttackers are increasingly targeting critical infrastructure and using 

double extortion tactics, where they not only encrypt data but also 

threaten to release sensitive information unless the ransom is paid

ÁMain avenues of attack:

1. Exploited vulnerabilities

2. Credential compromise

3. Malicious email

RANSOMWARE IS EVOLVING



MARTECȴS LAW



MARTECȴS LAW (REVISED FOR 2020)



ÁThe rapid shift to remote work increased exposure to cyber threats

ÁBusiness became more reliant on public Cloud & SaaS applications

ÁWith time constraints, cybersecurity was low on the priority list

ÁSecurity had to deal with infrastructures without perimeters

ÁYour home Wi-Fi became your IT departmentõs edge network

ÁOther trends appeared as well

ÁAn increase in Remote Desktop Protocol (RDP) attacks and VPN vulnerabilities

ÁThe proliferation of Internet of Things (IoT) devices opens new avenues for attacks

Á 78% of IoT devices have known vulnerabilities, and 46% of these vulnerabilities are unpatchable

ÁMobile device attacks are also on the rise

THE IMPACT OF (RUSHED) DIGITAL TRANSFORMATION



ÁHacking and spoofing emails , impersonating company staff or vendors

Á Thousands of such attacks occur every month

Á Usually using homoglyph domains

Á Identity -driven security helps

Á Adaptive MFA, Single-Sign-On (SSO)

Á Properly set SPF, DKIM & DMARC records

Á In the end, the truth is itõs a people problem

ÁTypes of BEC scams:

Á Bogus invoice scheme

Á CEO fraud

Á Account compromise

Á Attorney impersonation

Á Data theft

BEC (BUSINESS EMAIL COMPROMISE) ATTACKS



ÁSocial Engineering  (e.g. cloned websites)

ÁSession Hijacking (e.g. cookie stealing)

ÁConsent Phishing (e.g. gaining OAuth access)

ÁBreach Replay (e.g. hacking a 3rd party with OAuth access)

ÁExploiting Generated Tokens (e.g. òbackup codesó)

ÁSIM hacking & intercepting OTP (one-time-passwords)

ÁBrute Force (e.g. a temporary 4-digit PIN)

MFA BYPASS



ÁAlso known as MFA Prompt Spamming

ÁOr Push Notification Spamming J

ÁIf you call someone 100 times at 3am while theyõre trying to sleep, theyõll 

likely accept the MFA prompt

MFA FATIGUE



ÁSupply chain attacks target less secure elements within an 

organizationõs supply chain, such as software vendors, service providers, or 

hardware suppliers, to gain access to the primary target

ÁLook at MOVEit , SolarWinds  (took place in 2020, yet attacks continued 

throughout 2023 and 2024) and others

SUPPLY CHAIN ATTACKS



ÁThe òno-touchó / òlow-touchó economy has changed things

ÁWhenõs the last time you went to a restaurant and scanned a QR code to check 

out the menu ?

ÁWhat if someone came in with a QR code sticker and stuck it on top 

of the existing code ? The new code could now:

ÁOpen a pdf of the menu, but with a zero-day òbonusó on top

ÁTake you to a malicious website

ÁDivert a payment, make a request for money

ÁTrigger a malicious action on your device

QR CODE EXPLOITS



NOTABLE INCIDENTS IN RECENT YEARS 



ÁRansomware Attack: The Colonial Pipeline was attacked in May 2021 by the 

DarkSide ransomware group, which encrypted its IT systems and demanded a ransom 

ÁFuel Supply Disruption: The attack led to a shutdown of the pipeline, causing fuel 

shortages and panic buying across the East Coast

ÁRansom Payment: Colonial Pipeline paid about $4.4 million in Bitcoin to regain 

system access, but law enforcement later recovered some of the ransom

ÁRestoration Efforts: Operations resumed within a week, highlighting vulnerabilities 

in critical infrastructure and prompting discussions on cybersecurity resilience 

ÁRegulatory Response: The incident led to new cybersecurity guidelines and 

mandates for pipeline operators, emphasizing the need for robust security measures 

and public-private partnerships

THE COLONIAL PIPELINE ATTACK



ÁDiscovered in Jan 2024

ÁCollection of data from past breaches

ÁOver 26 billion records, including Twitter, Adobe, Canva, LinkedIn, Dropbox, etc.

ÁGoes to show the extent of data breaches and leaked info/credentials

MOAB (MOTHER OF ALL BREACHES)



ÁFliers with a QR code posted in Polish cities and attachments in mass 

email campaigns led to document demanding PII of Ukrainian refugees

ÁPolish civilians received the same message from multiple angles, which 

likely reinforced its perception as legitimate

DISSEMINATION TACTICS IN POLAND


