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TUDOR DAMIAN

A Cloud & Cybersecurity Advisor @ D3 Cyber
A Cybersecurity & CISOServices

A Cloud Strategy & Governance
A IT Risk Management
A Business Process Optimization
A Contact :tudy.ro
A DefCamp Cluj (Transylvaniahttps://cluj.def.camp

CYBERSECURITY

(P DEfCAMP/cwmarca DCYBER ClEH &5y wiiiies

where hacking & security collide

EC-Council Professional

Digital Data Defenders Certified || Ethical Hacker



https://d3cyber.eu/
https://tudy.ro/
https://cluj.def.camp/



https://youtu.be/uzLncXuSIRQ

AGENDA

A Current Cyber Threat landscape

A Common types of attacks on the rise

A Incident prevention, response and recovery

“"Working In Cyber Security
is not stressful at all”

Peter - 31 years old
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HIVE SYSTEMS OCYBERSECURITY PERCEPTIONS

What Industry What Academia What the What People
Reported Published News Covered Google

THE
CYBERSECURITY
INCIDENT &
DATA BREACH
PERCEPTION

“R PROBLEM
Verizon DBIR scite.ai scite.ai The New The Google Google I N
Breaches Incidents ﬂgcitutiim‘ York Times ©Guardian (searchtrends) (search results)
B System Intrusion B Social Engineering B Privilege Misuse B Everything Else

Basic Web Application Attacks B Miscellaneous Errors B Lost and Stolen Assets Il Denial of Service * Al timeframes for data align with the Verizon DBIR report




VERIZON 2024 DATA BREACH INVESTIGATIONS REPORT

vulnerabilities

A A A ¥
sharing Email VPN

Desktop Web applications

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (2)

Vulnerabilities are showing.
o Exploi.tqt!on of vulnerabilities
180% oo

I almost triple that of last year—
oo . Soons fueled in part by the MOVEIt
vulnerability and several other

zero-day exploits used by
ransomware actors.

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (3)

It can take around 55

Defenders must respond faster.
days for organizations to

remediate 50% of critical

vulnerabilities after their dayS

patches are available—
a dangerous lag.

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (4)

More training is needed.

o 68% of all breaches involved
/0 a non-malicious human

element, caused by a person

T who either fell victim to a Social

0% 20% 40% 60% 80% 100% Engineering attack or made
some type of Error.

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (5)

Falling for
Phishing—fast

<60 & QV!

The median time for users to -
fall for phishing emails is less
than 60 seconds.

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (6)

Stolen credentials remain
massively popular.

31% of all breaches over o
the past 10 years have /o
involved the Use of

stolen credentials. .

0% 20% 40% 60% 80% 100%

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (7)

Choose your third
parties wisely.

o 15% of breaches involved a
15 /o third party—including data
custodians or hosting partner
B iInfrastructures being breached,
0% 20%  40%  60%  80%  100% and direct or indirect software

supply chain issues.

Sourcehttps://www.verizon.com/business/resources/reports/d



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (8)

“Nice data. It’d be areal shame if
anything happenedtoit.”

32% of breaches in 2023 320
involved some type of /o
Extortion technique,
including Ransomware.

09’ 20% 40% 60% 80% 100%

$46,000

The median loss associated with financially motivated incidents
involving Ransomware or Extortion of some kind was $46,000.

Tato7 ¢t BT 1OYUIOl ¢ qetonl Yatogs DKO[ 7 f bt tof Uqldl Uldq 09 |S|9 Irqghttps,//vwvw 05 | %onJcom/bUSJness/resources/reports/d

9YUGUCRU 1J aidi



https://www.verizon.com/business/resources/reports/dbir/

VERIZON 2024 DBIR (9)

Being compromised
IS costly.

$50,000

The median loss attributed to Business Email Compromise in
2022 and 2023 was around $50,000.1

Tato7 ¢t BT 1OYUIOl ¢ qetonl Yatogs DKO[ 7 f bt tof Uqldl Uldq 09 ISQHECE&W’%Oé;JJ/(.)V\&V,\LIJV(}]/.E}[NBH%OG]QJFom/bUSIneSS/resourceS/reportS/d



https://www.verizon.com/business/resources/reports/dbir/

OTHER REPORTS

A The average cost of a data breach reachedli&time high of $4.45 million

A Breaches caused by stolen or compromised credentials required the longest
detection and recovery tim@veraging 11 months

A Ransomware attacks saw a 12% decline, with many organizations opting to
rebuild rather than pay ransoms

A Less than half of organizations have a formal ransomware response plan

A Emerging technologies like Al are both threats and opportunities for
cybersecurity

A Finance surpassed healthcare as the most breached industry  in 2023,
with the professional services sector seeing a significant rise in breaches

Sources: IBM Cost of a Data Breach Report 2023, Thales Data Threat Report 2024, Kroll Data Breach Outloc



WE NEED MORE CYBERSECURITY PROFESSIONALS

A The demand is projected to reach 3.5 million by 2025

A A 350% increase over 8 years

The world needs cybersecurity experts

. 8°
35% Go :ﬁ p.

increase in demand for
cybersecurity experts

over the past year o o

Past year growth by country o °
0- °
e 30-40%
@ 20-30% °° - "
® 10-20%

Source: LinkedIn

Sources: Microsoft Digital Defense Report 20






RANDALL MUNROE ( XKCD) HAS A GOOD POINT

15 ONUY ONE OF A Few COMMON FORMATS)

o ~ 28 BITS OF ENTROPY WAS T TROMBONE? NO,
MMON ORDER TROUBADOR. AND ONE OF
BASE ng \ \
Van 219 2 DAY AT AND THERE WAS
' = SOME SYMBOL... ™
TrQub4ddor &3 1000 GUESSES s&c
e cxocxic. Ao
CAPS? COMMON N RA mHl;&H 15 Fnérgm 5 NOT WHAT THE
SUBSI-ITUFO NS UMERAL RAGE USER Twm ABoUT.) o
PUNCTUATION DIFFICOLTY 10 GUESS: IFFICULTY TO REMEMBER:
e o o B T2 EASY HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

~ Y4 RITS OF ENTROPY

2" = 550 YEARS AT
1600 GUESSES/SEC

DIFRcOLTY T0 GUESS:

HARD

DIFFICULTY TO REMEMBER:
YOUVE. ALREADY

MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




THE FAMOUS PASSWORD TABLE GETS AN UPDATE

Number of Lowercase Upper and Numbers, Upper Numbers, Upper
ch Numbers Only Letters Lowercase and Lowercase and Lowercase
aracters Letters Letters Letters, Symbols

Instantly Instantly 3 secs 6 secs 0 secs
Instantly 4 secs 2 mins 6 mins 10 mins TIME IT TAKES
Instantly 2 mins 2 hours 6 hours 12 hours
4 secs 50 mins 4 days 2 weeks 1 month A HAc K E R To
37 secs 22 hours 8 months 3 years VACELS
6 mins 3 weeks I3i’rs :' 161 years 479 years BRUTE FORCE
1 hour I 1k‘rs I:_ 9k years 33k years
Tohor Rt | | YOUR
4 days -Yeae ___ PASSWORD

tmonth  [[26kyears’ " HimyEarSN INSBAVESEIN 1100 years

1 year _ 12bn years 147bn years 805bn years
1' _ 652bn years 9tn years 56tn years I N 2 0 2 4
119 years _ 33tn years 566tn years 3qd years

1k years 13bn years 1qd years 35qd years 276qd years How did we make this?
11k years 350bn years 91qd years 2qn years 19gn years Learn at hivesystems.com/password

HIVE - .
I gl evsrens > Hardware:12 x RTX 4090 | Password hash: bcrypt




THE HIVE SYSTEMS METHODOLOGY

A Usinghashcat and acurrent -gen GPU
A 2020 hardware: 1 x RTX 2080 | 2020 password hash: MD5
A 2022 hardware: 8 x A100| 2022 password hash: MD5
A 2023 hardware: 12 x RTX 4090 | 2023 password hash: MD5
A 2024 hardware: 12 x RTX 4090 | 2024 password hash: bcrypt

A Assumptions :
A Most sites use MD5 berypt
A MFA is not used or has been bypassed via other means
A Passwords are randomly generated (ramdom password are easier to crack)
A The password has not been a part of a past data breach
AMetrics assume a finite o0saonyedrle spacebd



MD5 VS BCRYPT

Number of

Numbers Onl
Characters y

Instantly

Instantly
Instantly
Instantly
Instantly
Instantly

Number of

Numbers Onl
Characters J

2 hours
17 mins
9 mins
2 mins

1 min

Instantly

Lowercase
Letters

6 secs

6 secs

1 sec
Instantly
Instantly
Instantly

Lowercase
Letters

4 months
4 weeks
2 weeks
2 days
2 days

3 mins

Upper and
Lowercase
Letters
24 mins
13 mins
5 mins
2 mins
1 min

Instantly

Numbers, Upper
and Lowercase
Letters
2 hours
52 mins
22 mins
7 mins
5 mins

Instantly

MD5

Upper and
Lowercase
Letters
92 years
18 years
9 years
2 years
1 year

11 hours

Numbers, Upper
and Lowercase
Letters
375 years
72 years
38 years
7 years
4 years
PAEVS

bcrypt (32 iterations)

Numbers, Upper
and Lowercase Hardware
Letters, Symbols

4 hours RTX 2080

2 hours RTX 3090

59 mins RTX 4090

19 mins A100 x8

12 mins A100 x12

1 sec A100 x10,000 (ChatGPT)

Numbers, Upper

and Lowercase Hardware
Letters, Symbols

989 years RTX 2080
189 years RTX 3090
99 years RTX 4090
17 years A100 x8
IPACELS A100 x12
5 days A100 x10,000 (ChatGPT)




WHY BCRYPT? HAVEIBEENPWNED.COM HAS THE ANSWER

61
56
60
i
40 38 40
40
28
23 24
20 B 16
[ 11

2 3 4 2

0

A I T Y

Q Q Q N N N

P AT D AP

B SHA-1 SHA2-384 [ phpass [ scrypt [ Plain text NTLM | Argon2
NTLM | PBKDF2 [ phpass [ bcrypt [} MyBB 1 DESCrypt [ MD5

5% X o o A
NN N NN
DA AR AR AR AR AR AR DT AT DT AT A

B O O N A AN
» NV VYV




THE CHARACTER SET DEBATE

Encoding Alias Character Range Characters
ASCII Lowercase a-Z 26
ASCI Uppercase A-Z 26
ASCII Numbers 0-9 10
ASCII Symbols A A% &@# 8




EASY-TO-GUESS / STOLEN / REUSED PASSWORDS?

Upper and Numbers, Upper Numbers, Upper
Lowercase and Lowercase and Lowercase
Letters Letters Letters, Symbols

Number of
Characters

Lowercase

Numbers Only lettars

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Instantly

Instantly
Instantly
Instantly

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly




Number of

Numbers Onl
Characters i

Instantly
Instantly
Instantly
4 secs
37 secs
6 mins
1 hour
10 hours
4 days
1 month
1 year
12 years
INEACELS
1k years
11k years

Lowercase
Letters

Instantly
4 secs
2 mins

50 mins

22 hours

3 weeks
2 years

44 years

1k years

29k years

Upper and
Lowercase
Letters

3 secs
2 mins
2 hours

4 days
8 months

33 years
ILS'CELS

89k years

Numbers, Upper
and Lowercase
Letters

6 secs
6 mins
6 hours
2 weeks
3 years

161 years
9k years

ANOTHER LOOK AT THE 2024 TABLE (BCRYPT)

Numbers, Upper
and Lowercase
Letters, Symbols
9 secs
10 mins
12 hours
1 month
7 years
479 years
33k years

12bn years

652bn years

33tn years
13bn years 1qd years

350bn years 91qd years

147bn years
otn years

566tn years
35qd years
2qQn years

11bn years
805bn years
56tn years

3qd years
276qd years
19gn years
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SO, YEAH, PASSWORD ATTACKS ARE STILL A THING

A Passworebased attackspiked in 2023
A Credential stuffing, password reuse, password spraying, etc.

| changed all my passwords to “incorrect”.

S0 whenever I Ierget itwill

tell me “Your n'assweru IS IIIGOI'I'BGI. ‘

A The result is not pretty: stolen shopplng accounts, sensitive data (card
numbers, private messages, pictures, documents), identity theft, sendinc
phishing/spam, etc.

Sources: Microsoft Digital Defense Report 20



NATION STATE ACTORS

A A pivot from highvolume destructive attacks toyber-espionage

A An unchecked expansion of tleyber mercenary marketplace

A Al-generated content noted in efforts tmfluence foreign elections
and sow division In target countries (originating particularly from China)

Sources: Microsoft Digital Defense Report 20



Al- MANIPULATED ATTACKS

= ©\N World Africa Americas Asia Australia China Europe India Middle East United Kingdom

A Advanced phishing

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

A Deepfake attacks

w sudsLn APPLY NOW anu WOIK #L1KEADOSCH

* 2,637 reads

Deepfake Phishing Grew by 3,000% in 2023 -
And It's Just Beginning F SECUREWORLD

by Zac Amos - February 21st, 2024 EVENTS NEWS WEBCASTS ABOUTUS SUBSCRIBE

Fake meeting, cloned CFO:

How a Hong Kong company
lost millions in 'biggest Social Engineering 2.0: The Rise of Deepfake Phishing

TUE | OCT 3, 2023 | 2:45 PM PDT
Cybersecurity has always been an arms race
between cybercriminals and defenders. Defense

against attackers will improve to adapt to new

deepfake' scam

By Nahla Davies

reats, and then attackers respond by refining their

tactics in order to find the next vulnerability in the

defense. It's one of the most dynamic environments

in the world of computer science.

Google Rushes to Patch Second



RANSOMWARE IS EVOLVING

A Ransomware attacks have continued to escalate, wiligmificant
resurgence in 2023

A Attackers are increasingly targeting critical infrastructure and using
double extortion tactics, where they not only encrypt data but also
threaten to release sensitive information unless the ransom is paid

A Main avenues of attack:
1. Exploited vulnerabilities
2. Credential compromise

3. Malicious email




MARTE CAV®

Martec’s Law

Technology changes exponentially, &
but organizations change \
logarithmically.

change

slow




MART E CAVS(REVISED FOR 2020)

Martec’s Law

B

Technology changes exponentially,
but organizations change h
logarithmically.

O

chan




THE IMPACT OF (RUSHED) DIGITAL TRANSFORMATION

A The rapid shift toremote work increased exposure to cyber threats

A Business becanmmore reliant on public Cloud & SaaS applications
A With time constraints, cybersecurity was low on the priority list
A Security had to deal with infrastructures without perimeters

A Your home WiF i became your | T departmentos ed

A Other trends appeared as well
A An increase irRemote Desktop Protocol (RDP) attacks and/PN vulnerabilities

A The proliferation ofinternet of Things (IoT) devices opens new avenues for attacks

A 78% of IoT devices have known vulnerabilities, and 46% of these vulnerabilitiespatehable

A Mobile device attacks are also on the rise



BEC (BUSINESS EMAIL COMPROMISE) ATTACKS

A Hacking and spoofing emails , impersonating company staff or vendors
A Thousands of such attacks occur every month

A Usually usinpomoglyph domains Technique e
A Identity -driven security helps

A Adaptive MFA, Singi8igrOn (SSO) Eq;j’“m Ej

A Properly set SPF, DKIM & DMARC records bfort

A Intheend,thetruthis t s a peopl e pro E;ﬂffffuw %

sub e for a 2%

A Types ofBEC scams:

sub 1l for L. sub 1 fori 1%

A Bogus invoice scheme sub o foru 1%

Analysis of over 1,700 homoglyph domains between
January-July 2022. While 170 homoglyph techniques

A C E O frau d were used, 75% of domains used just 14 techniques.
A Account compromise
A Attorney impersonation —\r

e Attackers set up Deploy malicious Victim clicks Victim completes fake The attackers use the victim’s
A D ata th eft fake domain messages web form sending their credentials on other legitimate

datato the attacker websites/corporate networks

\/

* M= : < - 5\ ——
o a BEEET Ev (%:




MFABYPASS e

i—"—’i?;
A Social Engineering (e.g.cloned websites)
, . L . . — &
A Session Hijacking (e.g. cookie stealing) X - T

A Consent Phishing (e.g. gaining OAuth access)

A Breach Replay (e.g. hacking a@®Bparty with OAuth access)

A Exploiting GeneratedTokens (e. g. Obackup code
A SIM hacking & intercepting OTP  (one-time-passwords)

A Brute Force (e.g.a temporary 4ligit PIN)



MFA FATIGUE

A Also known asViIFA Prompt Spamming
A Or Push Notification Spamming J

Al'f you call someone 100 ti mes
likely accept the MFA prompt

Are you trying to sign in?

MFA Fatigue Attacks ' —

Enter the number shown to sign in.

App
OfficeHome
Location
NSW, Australia

B Microsoft

ainsy

 JasonM@secidentitytech.com ™
Sydney
Approve sign in

$Maps Leaal
© Tap the number you see below in your
Microsoft Authenticator app to sign in. 83

No, it's not me Yes

Jun 2 Fel May Jun Jul

. 2022 -

Source: Azure AD Identity Protection sessions at high risk with multiple failed MFA attempts



SUPPLY CHAIN ATTACKS

A Supply chain attacks target less secure elements within an
organi zati ondos supply chain, suc
hardware suppliers, to gain access to the primary target

A Look atMOVE:it , SolarWinds (took place in 2020, yet attacks continuec
throughout 2023 and 2024) and others




QR CODE EXPLOITS

AThe -tomwc hét duohd®@weconomy has chal

AWhenods the | ast ti me scanoeda@Ricode tooheck r
out the menu ?

A What if someone came in with @R code sticker and stuck it on top
of the existing code ? The new code could now:

A Open a pdf of the menu,butwithazedbay obonusdé on top
A Take you to a malicious website
A Divert a payment, make a request for money

A Trigger a malicious action on your device
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THE COLONIAL PIPELINE ATTACK

A Ransomware Attack: The Colonial Pipeline was attacked in May 2021 by the
DarkSideransomware group, which encrypted its IT systems and demanded a ransc

A Fuel Supply Disruption: The attack led to a shutdown of the pipeline, causing fuel
shortages and panic buying across the East Coast

A Ransom Payment: Colonial Pipeline paid about $4.4 million in Bitcoin to regain
system access, but law enforcement later recovered some of the ransom

A Restoration Efforts: Operations resumed within a week, highlighting vulnerabilities
In critical infrastructure and prompting discussions on cybersecurity resilience

A Regulatory Response: The incident led to new cybersecurity guidelines and
mandates for pipeline operators, emphasizing the need for robust security measure
and publieprivate partnerships



MOAB (MOTHER OF ALL BREACHES)

A Discovered in Jan 2024
A Collection of data from past breaches

A Over 26 billion records, including Twitter, Adobe, Canva, LinkedIn, Dropbox, etc.

A Goes to show the extent of data breaches and leaked info/credentials




DISSEMINATION TACTICS IN POLAND

A Fliers with a QR code posted in Polish cities and attachments in mass
email campaigns led to document demanding PII of Ukrainian refugees

A Polish civilians received the same message from multiple angles, which
likely reinforced its perception as legitimate



